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Abstract

The Internet of Things (IoT) is a new paradigm that enables the convergence of
smart objects and the internet. It is an intelligent network that connects all things
to the Internet for the purpose of exchanging information and communicating
through the information sensing devices in accordance with agreed protocols.
Aside the various benefits IoT provides, it also presents challenges related to
security and privacy. The direct connection of ToT devices to the internet makes
them susceptible to several security threats.

Some ongoing projects for enhancing IoT security include methods for pro-
viding data confidentiality and authentication, access control within the IoT net-
work, privacy and trust among users and things, and the enforcement of security
and privacy policies. However, even with these mechanisms, [oT networks are
vulnerable to multiple attacks aimed to disrupt the network. For this reason,
another line of defense, designed for detecting attackers is needed. Intrusion
Detection Systems (IDSs) fulfill this purpose.

Previous resarch works propose IDSs in relation to IPv6 over Low-power
Wireless Personal Area Network (6LoWPAN). However, since IoT will be used
in many application domains with different technologies (WiFi, BLE, NFC and
Z-Wave), development of IDSs only for 6LoWPAN is insufficient to meet the
security needs of every IoT system.

This research work focuses on IDSs for IoT devices that use WiF1i technology.
No previous works address IDSs for [oT devices that use WiFi technology. The
research proposes lightweight intrusion detection algorithms that addresses Man-
In-The-Middle (MITM) and Rogue Access Points (RAP) attacks. It goes further
to propose an orchestration framework for IoT devices which can be used to

logically isolate these devices in instances where vulnerabilities are found on them.
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Chapter 1

INTRODUCTION

1.1 Background of Study

The Internet revolution has reinvented business-to-customer (B2C) industries
such as media, retail and financial services. This revolution has led to the emer-
gence of Internet of Things (IoT); an ubiquitous global computing network where
everyone and everything are connected to the Internet. In an IoT ecosystem, ob-
jects in the physical world are embedded with sensors and are connected to the
Internet through wireless or wired communication media. These sensors can use
various types of local area connections such as RFID, NFC, Wi-Fi, Bluetooth,
and Zigbee. Sensors can also have wide area connectivity such as GSM, GPRS,
3G, and LTE. IoT is expected to offer advanced connectivity of devices, systems,
and services using a variety of protocols, domains, and applications.

Factors that have led to the rapid development of IoT include: advanced
networking capabilities, advancement in connectivity, improvement in cloud com-
puting, availability of low-cost devices and low memory costs [1]. The number
of networked devices keeps increasing daily. It is estimated that about 50 billion

devices will be connected by the year 2020 (shown in Figure 1.1).
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Figure 1.1: The future of connected devices [2].

As of now, IoT is comprised of a collection of purpose-built, disparate net-

works as shown in Figure 1.2.

Internet of Things

Transport
- . Individual
Education networks

. Connected
together

- With security,
analytics, and
management

Figure 1.2: IoT Can Be Viewed as a Network of Networks [3].

This new paradigm is perceived as a standout among the most critical actors

in the Information and Communication Technology(ICT) industry [4]. It has led



to significant improvements in domains such as public safety, home automation

and health care [5].

1.2 Problem Statement

The convergence of IoT devices and the Internet makes them susceptible to being
compromised by attackers in situations where vulnerabilities are found on these
devices and are not patched. These threats include firmware cloning, firmware re-
placement, extraction of security information, eavesdropping, Man-in-The-Middle
(MITM) attack, routing attack and Denial of Service (DoS) attack [6].

In 2016, the Mirai botnet, also known as Dyn attack, took the Internet by
storm when it overwhelmed several endpoints with massive Distributed Denial-of-
Service (DDoS) attacks [7]. Furthermore, it was reported in 2017 that St. Jude’s
cardiac devices had vulnerabilities that could allow an attacker to access a device.
The battery of these devices could be depleted and also incorrect pacing or shocks
can be administered when compromised by an attacker. Devices like pacemakers
and defibrillators are used to monitor and control patients’ heart functions and
prevent heart attacks [8]. The Owlet Wil'i baby heart monitor was demonstrated
to have a poor IoT security. The base station of the device encrypts data sent
to and received from the manufacturer’s servers, which contact parents’ phones
if needed. But the Ad-Hoc WiFi network linking the base station to the sensor
device is completely unencrypted and doesn’t require any form of authentication
to access. This allows an attacker to snoop on the wireless data if he’s within
the connectivity range. The base station creates its own unlocked WiFi network
that the sensor (and anyone else) can join. A single unauthenticated command
over HT'TP can make the Owlet base station leave its current Wi-Fi network and
join a malicious one. Hence an attacker can compromise the system and monitor
a stranger’s baby and prevent alerts from being sent out[9].

Some ongoing projects for enhancing IoT security include methods for pro-

viding data confidentiality and authentication, access control within the IoT net-



work, privacy and trust among users and things, and the enforcement of security
and privacy policies [10]. However, even with these mechanisms, IoT networks
are vulnerable to multiple attacks aimed to disrupt the network. For this rea-
son, another line of defense, designed for detecting attackers is needed. Intrusion
Detection Systems (IDSs) fulfill this purpose.

IPv6 over Low-power Wireless Personal Area Network (6LoWPAN) is often
cited as a typical IoT network technology. However, since IoT will be used in many
application domains with different technologies (WiFi, Bluetooth Low Energy
(BLE), Z-Wave, NFC), development of IDSs only for 6LoWPAN is insufficient to
meet the security needs of every [oT system.

Most ToT devices use WiF1i technology[11]; hence susceptible to conventional
wireless attacks. It has been demonstrated that IoT devices are susceptible to
MITM attack [12]. This emphasizes the need for measures to be put in place to
protect these devices; the development of Intrusion Detection Systems (IDSs).

Conventional techniques used in detecting wireless attacks are not applica-
ble in an IoT scenario due to resource constraints; hence the need for lightweight
detection algorithms. Current IoT platforms do not provide a means through
which manufacturers can logically isolate devices in instances where vulnerabili-

ties are found on them and need to be patched.

1.3 Research Objectives

1.3.1 General Objective

To develop an Intrusion Detection System (IDS) for WiFi-enabled IoT devices.

1.3.2 Specific Objectives

1. Develop a threat model for WiFi-connected IoT devices.

2. Develop lightweight Intrusion Detection algorithms using the threat model.



3. Test the validity of the proposed algorithm with respect to Man-In-The-
Middle (MITM) and Rogue Access Point detection.

4. Develop an orchestration framework for WiFi-enabled IoT devices for logical

isolation of vulnerable IoT devices.

1.4 Research Contributions
1. Threat model for WiFi-enabled IoT devices,
2. A lightweight MITM detection algorithm.
3. A lightweight Rogue Access Point (RAP) detection algorithm.

4. An orchestration framework for WiFi-enabled [oT devices.



Chapter 2

LITERATURE REVIEW
2.1 Introduction

It is required that IoT products have the protection of interaction between IoT
entities as a concern in order to improve the security of [oT systems. Auxiliary
lines of defense like intrusion detection systems (IDSs) are essential to prevent
attackers who may attempt to exploit vulnerabilities in IoT devices. This chapter
presents the adopted security model and also reviews works related to MITM,

Rogue Access Point detection and existing orchestration frameworks.

2.2 Security Threat Model

The threat model that was used is shown in Figure 2.2. The model presents
threats at each layer of the Transmission Control Protocol / Internet Protocol
(TCP/IP) stack in reference to WiFi-enabled IoT devices. This model was vali-
dated through an experimental analysis of the security and privacy issues of WiFi
gateways; described in Section 3.1.

Attack at the physical layer occurs when IoT devices are forced to connect
to an illegitimate Access Point (AP) after being disassociated from a legitimate
AP. The disassociation of IoT devices from the AP occurs at the data link layer.
Spoofing of Media Access Control (MAC) addresses leads to MITM attacks which
occurs at the network layer. Teardrop attack occurs at the transport layer. In
this kind of attack, an IoT devices is flooded with a large number of Transmission
Control Protocol (TCP) and User Datagram Protocol (UDP) packets; which leads
to a Denial of Service (DoS). Most [oT devices are also prone to malware attacks

due to exploited vulnerabilities; this occurs at the application layer.
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Figure 2.1: Security Threat Model

This research addresses Rogue Access Points (RAP) and MITM attacks
which occur at the physical and network layers respectively. The orchestration
framework addresses attacks at the application layer through its logical isolation

mechanism.

2.3 Man-In-The-Middle (MITM) Attack

MITM is an attack where an attacker impersonates a client node. Considering a
communication process between two clients devices A and B, the attacker deceives
A by pretending to be B. This enables the attacker to read or modify messages
sent from A to B (shown in Figure 2.2). This kind of attack is possible due to
a flaw in the Address Resolution Protocol (ARP). The mapping of IP Address
to MAC addresses by the data link layer is made possible through ARP[13]. In
forwarding a packet from one endpoint to another, the host sending the packet
needs to know the recipient’s MAC address. Given the IP address of a host,
to find its MAC address, the source node broadcasts an ARP request packet to
inquire the MAC address of the owner of the IP address. This request is received

by all the host devices in the network. The host device that owns that IP address



replies with its MAC address (unicast) [14].

loT Device loT Device
A B
Gateway
= |

Normal traffic flow direction

Intercepting network traffic

\I%

Intruder/Compromised loT Device

Figure 2.2: MITM Attack

Due to ARP being a stateless protocol and also lacking security in its caching
system[15], it accepts ARP replies without considering if an ARP request was
sent. This weakness can be exploited by an attacker to initiate MITM attack. A
denial of service (DoS) attack can occur if the attacker drops the received packet
without forwarding it to the appropriate destination.

Researchers have developed a number of conventional ARP spoofing MITM
detection mechanisms. A low-cost embedded IDS capable of detecting and pre-
venting ARP spoofing attacks automatically and efficiently has been proposed
[16]. This targets wired Local Area Nework (LAN) environments hence not ap-
plicable in a wireless IoT scenario.

A unicast ARP request was proposed instead of the broadcast ARP request
by assigning IP addresses via DHCP [17]. The IP/MAC mappings are resolved
via DHCP without the need for broadcast. This approach is not applicable for
statically assigned IP addresses.

A backward compatible extension to ARP that relies on public-key cryp-

tography to authenticate ARP replies was proposed [18]. All host devices create
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public and private key pairs during the initial contact with the network. These
keys are then sent to the Authoritative Key Distributor(AKD). This technique
leads to performance overhead and it is also not feasible in a wireless network.

A Ticket-based ARP (TARP) that implements security by distributing cen-
trally issued secure IP/MAC ticket via DHCP was proposed [19]. TARP imple-
ments security by distributing centrally issued IP/MAC ticket via DHCP. These
tickets are sent to the clients when they join the network and are subsequently
distributed through existing ARP messages. It leads to performance overhead
in generating the public/private key pairs. It is also not suitable for dynamic
networks where hosts can join and leave the network anytime.

An approach to prevent ARP cache poisoning in wireless LAN by imple-
menting the defense mechanism in the access point (AP) was proposed [20]. The
AP constructs the list of correct TP-to-MAC address mapping by monitoring
DHCP ACK messages or referring to the DHCP leases file, and blocks all the
ARP packets with a false mapping based on the constructed list.

MR-ARP, which is the first voting-based ARP spoofing resistant protocol
was proposed [21]. When the MR-ARP endpoint receives an ARP request or
reply declaring an (IP, MAC) mapping for a new IP address, it requests neighbour
endpoints to vote for the new IP Address. In this mechanism, the voting can be
fair only when the voting traffic rates of the responding endpoints are almost the
same. This condition can be satisfied in the Ethernet, but may not be valid in
the 802.11 network due to the traffic rate adaptation based on the signal-to-noise
ratio (SNR).

To overcome the limitation of MR-ARP, EMR-ARP was proposed [22]. This
new protocol improves the voting procedure through the implementation of com-
putational puzzles. This mechanism requires too much computational time from
devices.

GMR-ARP which is an improvement over EMR-ARP was proposed [23].
It decreased the voting traffic overhead (lower than MR-ARP and EMR-ARP).



Since voting requests are issued in broadcast, this approach can also cause addi-

tional overhead.

2.4 Rogue Access Point (RAP) Detection

Rogue access point detection is an import aspect in wireless security. It can be
considered as an initial phase of wireless intrusion detection.

A rogue device detection system using techniques such as site survey, Media
Access Control (MAC) address list checking, noise checking and wireless traffic
analysis has been proposed [24]. The author focused on internal rogue device
detection such as wireless devices used by employees in a corporate network. The
author used client devices to do periodical scanning to detect rogue access point
instead of using dedicated scanning devices. His setup consisted of client devices
which communicate with an access point (AP) and the access point communicates
to a central server. Captured wireless network traffic is sent by clients through the
AP to the central server. Clients transfer the captured data to the AP via hyper-
text transfer protocol (HTTP) response. The mode of data transmission between
the AP and the central server is via eXtensible Markup Language (XML). The
central server is responsible for analyzing the received data and upon detecting
an intrusion, logs the intrusion to be analyzed by a system administrator. The
approach used in this scenario cannot be applied to embedded IoT devices due
to resource constraints. Besides, the various client devices used in the periodic
scanning are also susceptible to rogue attacks. There is no defense mechanism to
protect the client devices used in the periodic scanning of wireless traffic. Fur-
thermore, in situations where client devices are unable to communicate to the
central server through the access points, that means rogue access points cannot
be detected.

A conventional rogue access point detection system [25] similar to [24] was
also proposed. In their approach, wireless access points are manually set to

normal operation or sniffing mode. Captured wireless traffic is then stored in a
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centralized server and analyzed to detect rogue access points. This approach has
limitations similar to that of [24]. Furthermore, it does not incorporate autonomy
in its mode of operation, due to the option of manually switching wireless devices
modes of operation.

Rogue access point detection based on Received Signal Strength (RSS) was
proposed [26]. In this they measured the correlated RSS sequences from nearby
APs so as to determine whether the sequences are legitimate or fake. This method
works in three phases: The first phase involves the collection of all the RSS
from nearby APs. In second phase all these collected RSS are normalized and it
estimates the missed RSSs, caused by some external factors and then estimated
RSSs are normalizes for generalization of variety of wireless environment. In the
last phase, it is determined which RSSs are highly correlated, which is based
on some empirical threshold value. The highly correlated RSS sequences are
considered as fake signals from a single device.

Mehndi et al. [27], proposed an approach which includes the MAC address,
SSID and signal strength of access point in order to decide whether the access
point is rogue or not. In detecting authorized access points, the MAC addresses
of all visible access points are matched against a list of authorized access points.
Tools like Ettercap[28], Wireshark[29] and Snort[30] are further used for filtering

in instances where the MAC address is spoofed.

2.5 Orchestration Frameworks

Currently, several [oT frameworks have been developed in order to make it easy
to deploy and maintain IoT applications.

Amazon Web Services (AWS) IoT [31] is a cloud-based IoT platform devel-
oped by Amazon for easy connection of smart devices to the cloud and also facil-
itate interaction among these devices. It supports mutual authentication at all
points using mechanisms such as X.509 certificates and cognito identities. AWS

[oT cloud assigns a private home directory for each legitimate user. All private

11



data are stored using symmetric key cryptography such as Advanced Encryption
Standards (AES)[32].

ARM mbed [33] 1oT platform through its ecosystem, provides all require-
ments needed to develop IoT applications for ARM microcontrollers. It uses
Transport Layer Security (TLS)/Datagram Transport Layer Security (DTLS) for
communication and authentication purposes.

Azure ToT Suite [34], released by Microsoft, provides a set of services that
enables end-users to interact with their IoT devices. It uses TLS for secure
communications and SHA-256 for authentication purposes.

Google released Brillo/Weave [35] platform for the development of IoT
applications. Brillo is an android operation system for lower power embedded
devices where Weave is the communication shell for interactions and message-
parsing. Link-level security is provided by Weave through the use of SSL/TLS
protocol.

Calvin [36], an open source 10T platform developed by FEricsson, enables
the development and management of distributed applications for IoT devices.
Authentication can be done locally or through an external machine and also using
a RADIUS server. Secure communication is done using TLS/DTLS protocol.

HomeKit [37] is an IoT framework developed by Apple. It facilitates man-
aging and controlling connected accessories and appliances. Securing communi-
cation is achieved using TLS/DTLS with AES-28-GCM and SHA-256.

Kura [38] is an Eclipse 10T project that provides a Java-based framework for
[oT gateways that run M2M applications. It consists of security components such
as a security service, a certificate service, a Secure Socket Layer (SSL) manager
and a cryptography service. All communications are secured using SSL/TLS
protocol.

Orchestration systems aimed at providing automated workflow to physical
resources (deployment and scheduling) and workload execution management with

Quality of Service (QoS) control [39; 1] have been proposed.

12



Other researchers have also proposed an architecture that allows the orches-
tration of objects that are part of the Internet of things based on Simple Busi-
ness Modeling Notation (SBMN) [40] and also orchestration frameworks based
on Software-Defined Networking (SDN) [41; 42; 43].

2.6 Summary

From the related works, it can be inferred that the conventional approach used
in detecting MITM attacks and Rogue Access Points (RAP) are not applicable
to IoT devices due to resource constraints [44]; hence the need for a lightweight
MITM detection algorithm. Also, current IoT frameworks that have been devel-
oped or proposed do not provide a logical isolation of [oT devices when they have

been compromised due to an exploited vulnerability.
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Chapter 3

METHODOLOGY
3.1 Threat Model

In developing the threat model, three WiFi network Operating Systems were an-
alyzed to determine the extent of their security; OpenWrt, PfSense and Mikrotik
Router Operating System(OS). A virtualized network consisting of two client

nodes connected to a router as shown in Fig 3.1.

Client node 1 .

Internet

Client node 2

Figure 3.1: Experimental setup

The virtualized router consisted of two network interfaces, the Wide Area

Network(WAN) interface and the local network interface. The WAN interface

14



was configured as a Domain Host Configuration Protocol (DHCP) Client. The
router’s local network interface was configured as a DHCP Server. Client node 1

acted as a legitimate user and client node 2 acted as a malicious user.

3.2 MITM Attack Detection

The proposed MITM detection and defense algorithm comprises of three sub-level

processes coordinated by an InterProcess Controller (IPC) (shown in Figure 3.2).

[ Defense ]

o
IPC

< gh>\

]

Packet Analyzer Detection

— — = -

Figure 3.2: MITM Attack Detection and Defense Mechanism

The three sub-level processes consists of the packet analyzer, the detection
subprocess and the defense subprocess. The default request and response for
HTTP/1.0 is synchronous; hence not appropriate for multiple requests processing.
Asynchronous Method Dispatch(AMD) is used in the interprocess communication
to enable multiple requests processing.

The algorithm works by first detecting (I P, M AC') mappings of the client

nodes connected to the gateway. Legitimate (I P, M AC) mappings are added to
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the ARP cache of the gateway which in this case is the AP.

3.2.1 Packet Analyzer

The packet analyzer subprocess is responsible for capturing and decoding wireless

traffic. The following packets are captured and analyzed:

e EAPOL/EAP (Extensible Authentication Protocol). The EAP frame is
generated as a result of key exchange between client nodes and the AP. The
source and destination MAC addresses of the AP and client node are shown

in Figure 3.3.

e DHCP. The DHCP frame is generated when the AP issues out an IP address
to a client node. The source IP and source MAC address as well as the

destination IP and destination MAC address are shown in Figure 3.5.
e IP packet (shown in Figure 3.6).

e ARP. The ARP packet maps client IP addresses to MAC address (shown
in Figure 3.4).

For each of the packet frames decoded, the TP and M AC mappings, together
with the time the frame was received, are filtered and passed to the detection

subprocess via the interprocess controller.

€0 $8747 Jc If 16/ c4 e9 84 df 3c 98/[88 86l 02
«0:8:47 286 [02700 8a 00 10 00 00 00 00 00 00 00 013
oo ey, =S8 ¥ fe le 59 b6 71 00 £8 13 d2 25 71 di df 89
e gege ——— 79 69 a2 d6 3b 30 45 24 07 bc ab 48 90 00
P — 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
~ 100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
version 802.1X-2004 00 00 00 00 00
type EAPOL-Key— B
len 95
load "\x02\x00\x8a\x00\][...]

Figure 3.3: EAPOL Decoded Frame
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Figure 3.4: ARP Decoded Frame
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Figure 3.5: DHCP Decoded Frame
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Figure 3.6: IP Decoded Frame

Algorithm 1 Packet Decoding Algorithm

1:
2
3
4.
5:
6
7
8
9

10:
11:
12:

while True do

if sniff(interface) then
if packet.hasLayer(EAPOL) then
+ IP, MAC, Time-Seen
else if packet.hasLayer(DHCP) then
+ 1P, MAC, Time-Seen
else if packet.hasLayer(IP) then
+ 1P, MAC, Time-Seen
else if packet.hasLayer(ARP) then
+— IP, MAC, Time-Seen
end if
end if

13: end while

3.2.2

MITM Detection Algorithm

ac 18 01 50/lac 18

The detection subprocess keeps a virtual ARP cache entries of legitimate IP and

MAC mappings and the last time seen. When a new ARP reply is received, the

detection subprocess checks the virtual ARP cache to verify if such (1P, M AC)
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entry exits. If the entry does not exist, the new (I P, M AC') mapping is added to
the virtual ARP cache and also to the ARP cache of the gateway.

If the received (I P, M AC) of an ARP reply contains the same IP and MAC
address as one of the entries in the virtual ARP cache, the time seen value of that
entry is updated. If the MAC address of an ARP reply is the same as one of the
entries in the virtual ARP cache but the IP address varies, the detection subpro-
cess performs an inverse ARP to determine whether the host which previously
had the associated MAC address is alive. If the host is alive, then it is flagged as
an MITM attack. If the host is not alive, two tests are performed. The first test
is to determine the number of hop counts by performing a traceroute to the host
IP address. If the hop count is greater than 1, that means the traffic is being
intercept by an unauthorized client. This is flagged as an MITM attack. If the
hop count is 0, then it is possible the host has been denied of service. A second
test is performed to validate whether this is MITM attack. The time difference
between the last seen MAC address entry in the virtual ARP cache and the in-
coming ARP reply’s time is computed. The incoming ARP reply is flagged as
MITM attack if the resulting time difference is less than the ARP cache entry’s

time-to-live (TTL).

3.2.3 MITM Defense Algorithm

When a particular ARP reply is flagged as MITM attack, the defense subprocess
deletes the IP address of the host performing the spoofing attack from the ARP
entry and blocks all traffic originating from that host.

The algorithm was implemented on a Raspberry Pi [45] acting as a gateway
for seven IoT devices (NodeMcu[46]) with one of client nodes acting as a malicious

client (shown in Figure 3.7).
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Algorithm 2 Detection Algorithm

1: if arpData then

2 exists, res = arp.findMac(arpData.mac)
3 if exists then

4 if arpData.ip != res.ip then

5: if InvARP(res.ip) then

6: < Host alive, MITM detected
7 else

8 if hopCount(res.ip) != 1 then
9: tDiff = (arpData.t - res.t)
10: if tDiff < ARPTTL then
11: — MITM leading to DoS
12: end if

13: end if

14: end if

15: else

16: < Update Last Seen

17: end if

18: else

19: < New ARP Entry

20: end if

21: end if

Algorithm 3 Defense Algorithm

1: if mitmData then

2 delete ARPEntry(mitmData.IP)
3: dropPackets(mitmData.IP)

4: end if

Gateway

7 Malicious loT Device

Figure 3.7: Architecture for evaluating MITM Attack
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3.3 Rogue Acces Point (RAP) Detection

The rogue AP detection algorithm works by profiling the legitimate access point

using the following characteristics:
e Basic Service Set Identifier (BSSID)

Channel

Frequency

Protocol

Cipher

Supported bit rate(s)

The entropy of the legitimate access point is computed using equation 3.1.

H(S) = —Zpilogzpi (3.1)

n=0

Each of the characteristics is assigned a probability by applying the principle of
indifference(Bayesian non-informative prior).

L
— (3:2)

N is the number of characteristics under consideration. The entropy is used to
quantify the authenticity of an AP based on the characteristics. The algorithm
identifies a particular AP as rogue or not by computing its entropy using the same
characteristics and comparing the computed entropy with that of the legitimate

AP.
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3.3.1 Lightweight Rogue Access Point(RAP) Detection

Algorithm

The RAP detection algorithm was implemented in two modes. The first mode
uses a parser[47] that uses a Linux operating system utility called iwlist [48]. The
tool enables scanning using a wireless interface and the parser is able to filter the
desired characteristics based on the results obtained from the scan. The second
mode uses a monitoring wireless interface in capturing the wireless traffic. The
captured data is analyzed in realtime to determine whether a particular AP found

is rogue or legitimate.

Algorithm 4 RAP Detection algorithm using iwlist parser

1: while True do
2: if scan(interface) then
3: analyze(res)
4: end if
5: end while
6:
7. procedure SCAN(interface)
8: <— res
9: end procedure
10:
11: procedure ENTROPY(AP)
12: entropy = 0
13: for i < 0,n do
14: entropy + = —p; * log,(p;)
15: end for
16: — entropy
17: end procedure
18:
19: procedure ANALYZE(res)
20: if res.ssid == ap.ssid then
21: if entropy(res) >= entropy(ap) then
22: < rogue
23: else
24: « legitimate
25: end if
26: end if

N
I

end procedure

In Algorithm 4, a scan is initiated using the iwlist utility. The captured
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wireless traffic is then analyzed; indicated by the procedure (line 19). If the SSID
of the captured traffic matches the SSID of the legitimate AP, the entropy of the
detected AP is computed using the procedure on line 11. The decision rule to
flag a particular AP as rogue or not is represented as a unit step function of the

form

1 newEntropy < device Entropy

0 newEntropy >= device Entropy

where device Entropy is the threshold.

In Algorithm 5, the RAP detection works by scanning and detecting beacon
frames that bears the same SSID as the legitimate AP. It decodes the beacon
frame and matches the entropy of its characteristics to that of the legitimate AP.
A sample decoded packet of a legitimate and rogue AP is shown in Figure 3.8
and 3.9 respectively. The addrl field represents a broadcast address, the addr2
and addr3 are the MAC address of the AP. The info field of the first 802.11

Information Element contains the SSID of the AP.
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Algorithm 5 RAP Detection algorithm using Beacon Frame decoding

1: while True do

2 if sniff(mon) then

3 analyze(res)

4 end if

5: end while

6

7. procedure SNIFF(mon)

8 «— pkt

9: end procedure

10:

11: procedure ANALYZE(res)
12: pkt = sniff(mon)

13: if DecodeFrame(pkt) then

14: if DecodeFrame.ssid == ap.ssid then
15: if ent(frame) != ent(dev.ssid) then
16: <« rogue

17: else

18: + legitimate

19: end if

20: end if

21: end if

22: end procedure

23:

24: procedure DECODEFRAME(pkt)
25: if pkt.hasLayer(Dotl1Beacon) then

26: <+ decodePacket
27: else

28: + None

29: end if

30: end procedure

31:
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Figure 3.8: A Sample Decoded Beacon Frame from a legitimate AP
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Figure 3.9: A Sample Decoded Beacon Frame from a rogue AP

3.3.2 Experimental Setup

The experimental setup consisted of an IoT device built using a Raspberry Pi 3,

a TP-Link AP and a virtualized RAP (shown in Fig. 3.10).
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Device AP

Figure 3.10: Experimental Setup for evaluating the RAP Detection Algorithm

The virtualized RAP was setup using a Debian Linux operating system
with a Tenda wireless usb adapter. The driver for the wireless usb adapter was

recompiled to work with the Linux kernel 4.15.0 [49].

3.3.3 RAP Detection Scenarios

Three scenarios were considered in testing the performance of the RAP detection
algorithm. The first scenario implements Algorithm 4 whilst the second and third

scenarios implement Algorithm 5 (shown in Fig 3.11).
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Figure 3.11: Scenarios

In the second and third secenarios, a channel hopping technique (Algorithm
6) is introduced. In scenario 2, a random channel hoping algorithm (Algorithm
6, line 1) was used whereas in scenario 3, an iterative channel hoping algorithm
was used (Algorithm 6, line 12).

The detection time and the CPU utilization efficiency was measured while
varying the distance between the rogue AP and the legitimate AP. In reference
to Figure 3.10, the distance between the legitimate AP and the Rogue AP was
varied relative to the position of the IoT device. This was done to verify if the
detection algorithm will be able to detect rogues that dynamically change their

positions relative to the legitimate AP.

3.4 Orchestration Framework

The orchestration framework employs the use of Public Key Infrastructure in
providing logical isolation of IoT devices in instances where these devices are

compromised.
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Algorithm 6 Channel Hopping Algorithms

1: procedure RANDOMHOP (iface)

2 n=1

3 while True do

4 changeChannel(n, iface)

5: temp = int(random.random() x 14)
6 if temp != 0 and temp != n then
7 n = temp

8 end if

9 end while

10: end procedure

11:
12: procedure ITERATIVE(iface)
13: while True do

14: for n € (1,14) do
15: changeChannel(n, iface)
16: end for

17: end while
18: end procedure

3.4.1 Orchestration Framework Architecture

The entire architecture for the orchestration framework is shown in Figure 3.12.

%m Controller
[ o 1)

-
~ Joyeonuayiny/iebeuep 1094 |

'@@@

WiE W i

sje9|4

Figure 3.12: Orchestration Framework Architecture
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The architecture consists of IoT devices which together form a fleet and are
connected to a fleet manager. The various fleet managers are also connected to a
main controller. The flow of communication downstream is from the controller to
the fleet managers then to the fleet devices. The reverse takes place for upstream
communication.

The fleet managers are responsible for authorizing IoT devices belonging to
a particular fleet. The controller coordinates and authorizes the various fleet man-
agers. The authorization and management functions of both the fleet managers
and the controller can be chained together through Network Function Virtualiza-

tion (NFV).

3.4.2 Flow of Communication

Communication from one endpoint to another is secured using public key cryp-
tography. A pair of asymmetric keys (Priv, Pub) keys are generated at each
endpoint. The (Pub) keys are used in encrypting data between endpoints where
as (Priv) is used for decrypting received data and also verifying a received data
as valid or not (shown in Figure 3.13).

When a fleet manager wants to communicate to an [oT device belonging
to its fleet, it encrypts the data using the (Pub) key of the IoT device. The
reverse goes for communication between an IoT device and a fleet manager. This

is illustrated in Figure 3.14.
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Figure 3.13: Signature Generation and Verification [50]
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Figure 3.14: Communication between Fleets and Fleet Managers

When a fleet manager wants to communicate to the controller, it encrypts
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the data with the controllers (Pub) key. The received data is decrypted by the
controller using its (Priv) key. The reverse goes for communication between the

controller and fleet managers. This is shown in Figure 3.15.

+«0 Public Key of Fleet Manager
Public Key of Controller

<20 Private Key of Controller

-‘ Controller

Fleet Managers

C
b

Public Key of Controller

Public Key of loT device
«® Public Key of Fleet Manager
- Private Key of Fleet Manager

Figure 3.15: Communication between Fleet Managers and Controller

3.4.3 End-to-End Encryption Algorithm for the Orches-

tration Framework

The orchestration framework implements Rivest-Shamir-Adleman(RSA) cryptog-
raphy system with Optimal Asymmetric Encryption Padding (OAEP).

RSA cryptosystem generates (Priv, Pub) keys based on the practical diffi-
culty of the factorization problem of the product of two large prime numbers; with
a modular exponentiation for all integers m (0 < m < n) , (m®)? = m (mod n),

knowing e and n or even m it is extremely difficult to find d.
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We employ OAEP because it adds an element of randomness into the RSA
algorithm. Also, OAEP prevents partial decryption of ciphertext by ensuring
an adversary cannot recover any portion of the plaintext without being able to
invert the one-way permutation function. The algorithm for (Priv, Prub) keys
generation using RSA and RSA with OAEP is shown in Algorithm 7 and 8

respectively.

Algorithm 7 RSA (Priv, Pub) Key Generation

1: randomSeed = Random.generate()

2: rsa = RSA.generate(keyLength, randomSeed)
3: pubKey = rsa.publicKey()

4: privKey = rsa

Algorithm 8 RSA with OAEP (Priv, Pub) Key Generation
randomSeed = Random.generate()

rsa = RSA.generate(keyLength, randomSeed)

: pubKey = PKCS1_OAEP.new(rsa.publicKey())

: privKey = PKCS1_OAEP.new(rsa)

3.4.4 Communication Protocol

The framework uses HyperText Transport Protocol (HTTP) with Transport
Layer Security (TLS). To overcome the limitation of HTTP being synchronous,
we employ the use of websocket for asynchronous requests and responses. This
enables a two-way communication process with faster request and response times

and also minimal performance overhead.

3.4.5 Message Format

The message format consists of a message token /identifier, a signature verification

field and the payload (shown in Figure 3.16).
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Figure 3.16: Message Format

The message token /identifier is generated using the operating system’s ran-
dom number generation algorithm. For operating systems that do not implement
the (os.urandom) random number generation algorithm, WichmannHill’s ran-
dom number generation algorithm can be implemented. The computational time
between the two is quite insignificant (shown in Figure 4.39). WichmannHill’s
algorithm averages 0.0000751 seconds whereas the System Random algorithm
averages 0.0000597 seconds. The message token /identifier guards against mes-
sage replay attacks between endpoints. The signature field is used to validate the
endpoints. The payload contains the data to be received by the endpoint; which

can be encrypted using the (Pub) key of the receiving node.

3.4.6 Evaluation of Proposed Orchestration Framework

The entire orchestration framework was implemented using a RaspberryPi [45]
as an IoT device belonging to a particular fleet. The fleet manager and the con-
troller were implemented in the cloud using NFV. The following key performance

indicators were used in measuring the efficiency of the orchestration framework:
e The computational time of the public key cryptographic algorithm.
e The performance overhead of the algorithm on endpoints (IoT devices).

e The time it takes to revoke and restore an IoT device’s access.
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Chapter 4

RESULTS

4.1 Threat Model

In reference to the architecture in 3.1, the following router firmwares were used

in the vulnerability assessment: OpenWrt, PfSense and Mikrotik

4.1.1 OpenWrt

The OpenWrt Project is a Linux operating system targeting embedded devices.
It provides a fully writable filesystem with package management[51]. The version

used was Chaos Chalmer 15.05.1.

Information Gathering

Device fingerprinting was done using Nmap, which is a free security scanner, port
scanner and network exploration tool. Figure 4.1 shows the services running on

the OpenWrt firmware router.

Port  Protocel™ . State Service  Version

o 2 tcp ‘gpen.ssh Dropbear sshd 2015.67 (protocol 2.0)

& 23 tcp : open . telnet - BusyBox telnetd (OpenWRT, telnet disabled)
& 53 tcp open “domain ?dnsmasq 2.73

& 80 tcp open http LuCl Lua http config

Figure 4.1: OpenWrt: Information Gathering

From the information gathered, it was found out that the firmware had
services such as Secure Shell(ssh) service, Telnet service, Domain Name System

service and an HTTP service running. An initial setup of the firmware required
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the use of the telnet service. This allowed the default password to be set. The

Telnet service disables automatically after the user password is set.

Authentication Bypass

The administrative page for OpenWrt was not encrypted. It used the standard
Hypertext Transport Protocol(HTTP). The user management user interface is

shown in Fig 4.2.

| & OpenWrt - LuCl x|\ +

& (@ @ | openwrt.lan/cgi-bin/luci ¢ | |Q Search

&= Most Visitedw J ensive Securi i Linux ali Docs I Toolsy# Exploit-| ircrack-n ali Forums etHunt
Most Visited Off S ity e, Kali Li Kali Do Kali Tool: Exploit-DB WA k-ng pdKali F NetH

OpenWrt

Authorization Required

Please enter your usermame and password.

Username root

Password

@ Login @ Reset

Powered by uCl 15.05-149-g0d8bbd2 Release (git-15.363.78009-956beb5) / OpenWrt Chaos Calmer 15.05.1

Figure 4.2: OpenWrt: Management Interface

By default the username was root which is the superuser in a linux system.
The entire network was sniffed for packet data using Wireshark. It was
realized that when a user logs in through the management interface, the login
credentials can be sniffed since the HT'TP service is unencrypted. This is shown

in Fig 4.3.

36



101 7.513718480  192.168.1.201 192.168.1.1 502 POST /cgi-bin/luci HTTP/1.1

+ 103 7.554344969 192.168.1.1 192.168.1.201 HTTP 208 HTTP/1.1 302 Found -
‘

Referer: http://192.168.1.1/cgi-bin/luci\rin =
Connection: keep-alive\r\n
Content-Type: application/x-www-form-urlencoded\r\n
Content-Length: 38\r\n
\rin
[Full request URI: http://192.168.1.1/cgi-bin/luci]
[HTTP request 3/3]
[Prev request in frame: 46]
[Response in frame: 103]
File Data: 38 bytes
-~ HTML Form URL Encoded: application/x-www-form-urlencoded
» Form item: "luci_username" "root"
v Form item: "luci_password"” = "owura"

0038 f7 3b be 3a 00 00 SEREIEECKECERPICEC)SCERCTERPS] el
[CLEICNG? 69 6e 2f 6c 75 63 69 20 48 54 54 50 2f 31 2cjbin/luci HTTP/1.
0050 EHRCLEGE 48 6F 73 74 3a 20 31 39 32 2e 31 36 38 iMHost: 192.168

2e 31 2e 31 od Pa 55 73 65 72 2d 41 67 65 6e 74 .1.1..Us er-Agent -

PO ST /cgi-|

Figure 4.3: OpenWrt: Credentials Capture

When the user is successfully authenticated, the system generates a token
together with a cookie which is stored in the user’s browser. This was sniffed and

captured as shown in Fig 4.4.

H 125 7.874088074 o 192.168.1.7 553 GET /cgi-bin/luci/;stok=e4912f008322ce7caela6187f9e05b327
129 8.87452606029 192.168.1.1 192.168.1.201 HTTP 766 HTTP/1.1 200 OK (application/json)
174 12.533588061 192.168.1.201 192.168.1.1 HTTP 544 GET /cgi-bin/luci/;stok=e4912f008322ce7cael1a6187f9e05b32/,
235 13.871486656 192.168.1.1 192.168.1.201 HTTP 60 HTTP/1.1 200 OK (text/html) -

b

767549999536342 HTTP/1.1\r\n E

Host: 192.168.1.1\r\n

User-Agent: Mozilla/5.0 (Windows NT 5.1; rv:40.0) Gecko/20100101 Firefox/40.0\r\n

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8\r\n

Accept-Language: en-US,en;q=0.5\r\n

Accept-Enceding: gzip, deflate\r\n

DNT: 1\r\n

Referer: http://192.168.1.1/cgi-bin/luci/;stok=e4912f008322ce7cae1a6187f9e@5b32\r\n

Cookie: sysauth=d8fdf58ad9e8a76a7287366ab02508d6\r\n

Connection: keep-alive‘\r\n

\r\n

[Full request URI: http://1982.168.1.1/cgi-bin/luci/;stok=e4912f008322ce7caelab187f9e@5b32?status=1& =0.24767549999536342]

[HTTP request 4/6]

[Prev reauest in frame: 1031 '
0036 f9 bc 53 8d 00 00 IRAVEINCEEToRS K]
LGNGO 6e 2f 6c 75 63 69 2f 3b 73 74 6f 6b 3d 65 3
CIICE39 31 32 66 3@ 30 38 33 32 32 63 65
ClIcA31 61 36 31 38 37 66 39 65 30 35 62

Figure 4.4: OpenWrt: Authentication Token

The authentication was bypassed using the cookie and token generated.
This was done by creating a script that sets a cookie with an attribute called

sysauth and with its value the same as the one captured (shown in Fig 4.5).

= "sysauth";
= "dgfdf58ad9e8a76a7287366ah02508d6" ;

Figure 4.5: OpenWrt: Cookie Script

Once the script was executed, the token url was pasted in a browser and

37



the management interface loaded without any authentication. This is shown in

Figure 4.6. The session remains active until the legitimate user logs out.

® OpenWrt - Overview .. % | +

@ openwrt.lan/cgi-bin/luci/;stok=e4912f008322ce 7cae1a6187f9e05b32 (& Search ﬁ B ¥+ 1

[ Most Visitedv i Offensive Security % Kali Linux % Kali Docs S Kali Tools = Exploit-DB W Aircrack-ng gldKali Forums “§ NetHunter " Kali Training @& Getting Started

OpenWrt Status m Network Logott AUTO REFRESH ON
Status
System
Hostname OpenWrt
Model Intel(R) Core(TM) i5-2415M CPU @ 2.30GHz
Firmware Version OpenWrt Chaos Calmer 15.05.1 / LuCl 15.05-149-g0d8bbd2 Release (git-15.363.78009-956be55)
Kernel Version 318.23
Local Time ‘Wed Jun 13 15:02:04 2018
Uptime Oh 14m 33s
Load Average 0.00, 0.01, 0.01
Memory
Total Available | 488068 KB /508436 KB (95%) |

Figure 4.6: OpenWrt: Authentication Bypass

Hosts Discovery

The OpenWrt firmware exposes the identity of client nodes; hostname, Internet
Protocol(IP) address and Media Access Control (MAC) address. This can been
seen in Fig 4.7 which shows a JavaScript Object Notation(JSON) format of the

clients information.
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HTTR/1.1 200 0K

Connection: Keep-Alive
Transfer-Encoding: chunked
Keep-Alive: timeout=20
Content-Type: application/json
Cache-Control: no-cache
Expires: @

334

{"swap":{"free":0, "total":0}, "conncount":6, "leases":[{"expires":

24002, "macaddr" :"08:00:27:c5:0d:1c", "ipaddr":"192.168.1.162", "hostname" : "sperixlabs"},
{"expires":

39639, "macaddr":"08:00:27:6d:a3:13", "ipaddr":"192.168.1.201", "hostname" : "WinXPBE-22020
8"1}], "leases6": [{"expires":

24006, "hostname" : "sperixlabs”, "duid":"00043eed2367d6918fa5671bdf8d283083be", "ip6addr":
"fded4:b080:alb2: :bf5/128"}], "memory" : {"buffered":815104, "total" :520638464, "shared":
602112, "free" :484823040}, "uptime":12661, "wifinets": {}, "wan":

{"proto":"dhcp", "ipaddr":"16.0.3.15", "1ink":"/cgi-bin/
luci/;stok=e824c840b40b4382cd177609151439fa/admin/network./network/

wan", "netmask":"255.255. 255 0" Hgwaddr'g "10.0.3. 2% expires": -1, "uptime":

307, "ifname"”:"ethl", "dns":["192.168.43.1" ]}, "localtime" :"Wed Jun 13 20:20:51

2018", "connmax" :16384, "loadavg": [192,960,2976]}

6]

Figure 4.7: OpenWrt: Hosts Identification

The firmware also exposes network traffic and communication protocol of

each client node as shown in Fig 4.8.
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GET /cgi-bin/luci/;stok=e50fe2799b52e997e933457b07fb7c2b/admin/status/realtime/
connections_status?_=0.13611007731070868 HTTP/1.1

Host: 192.168.1.1

User-Agent: Mozilla/5.8 (Windows NT 5.1; rv:40.08) Gecko/20180101 Firefox/40.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

DNT: 1

Referer: http://192.168.1.1/cgi-bin/luci/;stok=e50fe2799b52e997e933457b07fb7c2b/admin/
status/realtime/connections/

Cookie: sysauth=T48f6ae8b2919f63ec2b50f42b5e526d

Connection: keep-alive

HTTP/1.1 200 OK

Connection: Keep-Alive
Transfer-Encoding: chunked
Keep-Alive: timeout=20
Content-Type: application/json
Cache-Control: no-cache
Expires: @

FA8
{ connections:
[{"bytes":"7@", "src":"127.0.0.1", "sport":"60299", "layer4":"udp", "dst":"127.0.0.1", "dpo
rtll : Il53ll‘ Illayersll Ilipvdll‘ Ilpacketsll "1"},
{"bytes":"10177772","src":"192.168.1.162", "sport":"52042", "layer4":"tcp", "dst":"192.16
8.1.1", "dport":"22", "layer3":"ipv4", "packets":"1089213"},
{"bytes":"76", "src":"10.0.3.15", "sport":"34785", "layer4" :"udp", "dst":"95.46.198.21","d
purtll.llizsll lllayersll . "ip\."d" Ilpacketsll.lllll}

- r . r . r
{"bytes":"7@", "src":"127.0.0.1", "sport":"39471", "layer4" :"udp”, "dst":"127.8.0.1", "dpor
t" : Il53ll‘ lllayersll "ip\."tl", "paCkEtS" : "1“},
{"bytes":"66", "src":"127.0.0.1", "sport":"60449", "layer4" :"udp", "dst":"127.0.0.1", "dpor
t" : Il53ll‘ lllayersll . "ip\"ll", llpacketsll : II]-II}‘I

Figure 4.8: OpenWrt: Hosts Traffic

4.1.2 PfSense

PfSense is an open source firewall /router computer software distribution based
on FreeBSD. It is installed on a physical computer or a virtual machine to make a
dedicated firewall /router for a network[52]. The version used in the experimental

setup was 2.4.3-RELEASE-p1 4.9.
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System Information FOO

Name pfSense.localdomain

System VirtualBox Virtual Machine
Netgate Device ID: 35e7346c485274h5997¢

BIOS Vendor: innotek GmbH
Version: VirtualBox
Release Date: Fri Dec 1 2006

Version 2.4.3-RELEASE-p1 (amd64)
built on Thu May 10 15:02:52 CDT 2018
FreeBSD 11,1-RELEASE-p10

IThasystemils o ihe lalgst varsion

CPU Type Intel(R) Core(TM) i7-2640M CPU @ 2.80GHz
AES-NI CBU Crypto: Yes (inactive)

Figure 4.9: pfSense: Version 2.4.3-RELEASE-p1

Information Gathering

Fig 4.10 shows the various services running on the pfSense router.

starting Nmap 7.7@ ( https://nmap.org ) at 2018-06-24 04:49 EDT

dmap scan report for pfSense.localdomain (192.168.1.1)

1ost is up (0.00098s latency).

Yot shown: 997 Tiltered ports

PORT STATE SERVICE VERSION

53/tcp open domain (generic dns response: NOTIMP)

30/tcp open._ http nginx

143/tcp open ssl/http nginx

1 service unrecognized despite returning data. If you know the service/
sersion, please submit the fTollowing fingerprint at https://nmap.org/
cgi-bin/submit.cgi?new-service =
5F-Port53-TCP:V=7.70%I=7%D=6/24%Time=5B2F5B22%P=x86 64-pc-linux-
jnusr({DNSY

5F:ersionBindReqTCP,

28, "\0\x1e\ B\ x06\x81\ X850\ x01\ 040\ 040\ 0,0\ x07version\
5F:x04bind\0\0%\x10\0\x03" )
5r{DNSStatusRequestTCP,E, "\0\x0c\0\0\ x990 x04,0\0

5F:)0\0\0\0\0ND") ;

MAC Address: 08:00:27:BD:88:1F (0Oracle VirtualBox wirtual NIC)

Figure 4.10: pfSense: Information Gathering
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The management system was running on port 80 and 443. Also a DNS
system was running on port 53.
Authentication Bypass

The default management interface for pfsense(shown in Fig. 4.11) uses HTTP

Secure(HTTPS) hence all the transport layer data frames were encrypted.

Login - Mozilla Firefox oo
/ G Login x\+
€ ) Of | htps://192.168.1.1 v|c Search wa ¥ @ 9 =
FEIMost Visitedv JOffensive S N Kali Linux % N, Kali Tools = Exploit-DB_WAircrack-ng_fflKali Forums "\ NetHunter W Kali Training_ @ Getting Started

Login to pfSense

https://docs.kali.org

Figure 4.11: pfSense: Management Interface

In order to verify how secure the authentication mechanism was, a man-
in-the-middle attack was generated between the client node 1 and the router.
Data exchange between the client node 1 and the router were routed through the
client node 2. This allowed the client node 2 to strip the HT'TPS header from
the browser request. Hence all requests and responses received by client node 1
were purely HTTP.

Sniffing network traffic on the local network exposed the credentials used
by the network administrator to log in into the management interface. Since the
entire traffic was now HTTP, the credentials were harvested as plain text (shown

in Fig. 4.12).
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¢ [Timestamps]
TCP payload (658 bytes)
+ Hypertext Transfer Protocol
= HTML Form URL Encoded: application/x-www-form-urlencoded

v Form item: "__csrf_magic" = "sid:adcbh38fe2cfae7b54696a2d4f2f1fd1076301d35, 15
» Form item: "usernamefld" = "admin"

» Form item: "passwordfld" = "pfsense"

¢ Form item: "login" = "Sign In"

3d 73 69 64 25 |ICSEFEMENGEE-s1id%
64 63 35 33 30 66 65 32 63 66 61 65 37 3Aadc530 fe2cfae?
36 39 36 61 32 64 34 66 32 66 31 66 64 b54696a2 d4afzfifd
36 33 3@ 31 64 33 35 25 32 43 31 35 33 1076301d 35%2C153
34 33 37 32 25 33 42 69 70 25 33 41 37 1074372% 3B1ip%3A7
64 38 36 37 39 38 38 66 61 31 36 61 38 fbfda8679 88fal6a8d
34 36 37 39 64 64 36 32 39 38 34 35 61 f884679d d629845a
31 63 32 33 25 32 43 31 35 33 31 30 37 f411c23% 2C153107
32 26 75 73 65 72 6e 61 6d 65 66 6c 64 4372&use rnamefld
6d 69 6e 26 70 61 73 73 77 6T 72 64 66 =admin&p asswordf
70 66 73 65 6e T3 65 26 6c 6T 67 69 Ge ld=pfsen se&login
67 6e 2b 49 6e =Sign+In

Figure 4.12: pfSense: Harvested Credentials

Also, the firmware stored cookies after the log in credentials had been val-
idated(shown in Fig 4.13). Hijacking this cookie can enable an attacker send
requests to the router and retrieve certain details such as system uptime etc

(shown in Fig 4.14).
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HTTP 50

195 25.840257401 192.168.1.100 192.168.1.1

228 25.900089640 192.168.1.100 192.168.1.1 HTTP 50
236 25.902794485 192.168.1.100 192.168.1.1 HTTP 49
264 25.934463818 192.168.1.100 192.168.1.1 HTTP 51
562 56.401338097 192.168.1.100 192.168.1.1 HTTP 50
564 56.401792265 192.168.1.100 192.168.1.1 HTTP 50

» HTTP/1.1 382 Moved Temporarilyhri\n
Transfer-Encoding: chunked\ri\n
Strict-Transport-Security: max-age=31536000%\r\n
X-Content-Type-Options: nosniffirin
Set-Cookie: PHPSESSID=aSb48ctqn220brsbouluckeldsSnbd4omt; path=/; HttpOnly\

Expires: Thu, 19 Nov 1981 08:52:00 GMT\r\n
Server: nginxi\r\n
Last-Modified: Sun, ©8 Jul 2018 18:28:14 GMT\r\n

Poannoantinn: alocah s

53 65 74 2d 43 6f 6f 6b 69 65 3a 20 50 48 50 53 Set-Cook ie: PHPS
45 53 53 49 44 3d 61 35 62 34 38 63 74 71 6e 32 ESSID=a5 b48ctqgn2
32 30 62 72 73 62 6Ff ¥5 31 75 63 6b 65 6c 64 35 20brsbou 1luckeld5
6e 62 34 6f 6d 74 3b 20 70 61 74 68 3d 2f 3b 20 nbdomt; path=/;

48 74 74 70 4f 6e 6¢c 79 bd Ba 45 7B 7D 69 72 65 HttpOnly - Expire
73 3a 20 54 68 75 2c 20 31 39 208 4e 6f 76 20 31 s: Thu, 19 Nov 1
39 38 31 20 30 38 3a 35 32 3a 30 30 20 47 4d 54 981 B08:5 2:00 GMT
@d ©a 53 65 72 76 65 72 3a 20 6e 67 69 6e 78 od Server : nginx-

55 75 6o 20 20 3 55 20 @iBle8le 3 50 31 5

Figure 4.13: pfSense: Session Hijacking

Figure 4.14: pfSense: Information Retrieval through Session Hijacking

Hosts Discovery

With the hijacked session, econnected nodes can be identified through a

without performing an entire scan of the network. This is shown in Fig 4.15.
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<td><i class="fa fa-check-circle-o0"></i></td>
<td>192.168.1.100</td>

<td=>

08:00:27:6d:a3:13

</td>

<td>WinXPBE-220208</td>
ztd==</td>

<td>2018/07/08 208:13:30</td>

<td>online</td>

<td=active</td=>
<td=

=a class="fa fa-plus-square-o" title="Add static

p?if=lan&amp;mac=08:00:27:6d:a3:13&amp; hostname=WinXPBE-220208"></a>
<a class="fa fa-plus-square" title="Add WOL mapping"
amp;mac=08:00:27:6d:a3:13&amp; descr=WinXPBE-220208"></a>

</td>
</tr>
<tr>
<td><i class="fa fa-check-circle-o"></i></td>
<td>192.168.1.162</td>
<td=>
P8:00:27:c5:0d:1c
</td>
<td>sperixlabs</td=>
<td=</td>
<td>2018/07/08 19:58:23</td> =
- Show and save data as | ASCII -

Figure 4.15: pfSense: Client Nodes

Review of PfSense Management System

In reviewing the management software of pfSense, it was discovered that the man-
agement interface credentials was stored in an eXtensible Markup Language(XML)
file. Also the password hashing function used was berypt. This is not an efficient

way of storing user credentials since it can be bruteforced using rainbow tables

(shown in Fig. 4.16).
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Figure 4.16: pfSense: Credentials stored in XML file

Also the default credentials is stored on the device in plain text format

(shown in Fig. 4.17).

"event address" == "unix:///var/run/check reload status",
"factory shipped username" == "admin",
"factory shipped password" == "pfsense",
"upload path" == "/root",

"dhcpd chroot path" == hcpd™,
"unbound chroot path" == "/var/unbound",
"var_path" == "/var",

"varrun_path" == "/var/run",

"varetc path" = "/var/fetc",

"vardb path' v

"varlog_path" => "/var/log",

"etc path"

"tmp_path" =

"tmp_path user code" == "/tmp/user code
"conf path" == "/conf",

"conf default path" == "“/conf.default",

Figure 4.17: pfSense: Default credentials stored in plain text

4.1.3 MikroTik RouterOS

RouterOS is a routing operating system which provides features such as routing,
firewall, bandwidth management, wireless access point, backhaul link, hotspot
gateway and Virtual Private Network(VPN) server. The version used in the

experiment was v6.40.8 as shown in Fig 4.18.
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RouterS router configuration page % =

€ 1722411 ¢ || Q search *B8 O3 A S

N

5]

A
MikroTik
RouterOS v6.40.8

You have connected to a router. Administrative access only. If this device is not in your possession, please contact your local network administrator.

WebFig Login:

vam 5

inbox  Telnet  Graphs  License

© mikrotik

Figure 4.18: MikroTik: v6.40.8

Information Gathering

The following services(shown in Fig 4.19) were found to be running on the

RouterOS,

1. File Transfer Protocol(FTP) service.
2. Secure Shell(SSH) service.
3. Telnet service.

4. HTTP service.

Two other services were running on port 2000 and 8291. These were service ports

used by the WinBox application client to communicate to the RouterOS.

HMaL L8 up \W.UbUs a3 Lmieiiey e
Not shown: 994 closed ports

PORT STATE SERVICE VERSION

21/tcp open ftp MikroTik router ftpd 6.40.8

22/tcp open ssh MikroTik Router0S sshd (protocol 2.0)
23/tcp open telnet Linux telnetd

80/tcp open http MikroTik router config httpd

2000/tcp open bandwidth-test MikroTik bandwidth-test server

8291/tcp open unknown

MAC Address: ©8:00:27:66:3C:90 (Oracle VirtualBox virtual NIC)

Service Info: 0Ss: Linux, Router0S; Device: router; CPE: cpe:/o:mikrotik:routeros, cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 174.66 seconds

Figure 4.19: MikroTik: Information Gathering
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Authentication Bypass

The default protocol for the management interface is HT'TP. The system routes

its connection through a Javascript(JS) proxy which tends to obfuscate the data

being transmitted (shown in Fig 4.20).

[

%]

Wom -]y s G

------ Kai W ~rgl2e28l

¥Za,.-’§d@ sdd- mxI i4beBAU - ARG « IECOWH E8~13Y>- -l;letq G:LgJi:U@ll E»-ll, tHe rLu afeict \u I h af.ﬂ;* B ird) HyD}
EJ!B@OSM:U; {v%uSyH AIDZD:I G-;e< OeWIignuia. L= :I'I.'}@lUC.LD_( ial Oqfc - eBQ_J. CIQ_(_C FL° C,4CI|C1FP.TI.'.L‘LQE £P€!a
dpS.r" als 1aV[Mu5}‘,«aGﬂEI "afETaT® qﬁhP% - a.'&paty ®o0ARG ) s Jea; T OIS HTI*LEni »peBaOASiF"3-tUiCcEa{", +ORITAT
LSELa=$afo W70A; «{;aE0elci-#8>BNma0T Ax++Cilutx+£5; *PRReFL/ >} De=C14 (3

S¥TeAoMETE 2ok=NI 12 UI&Ips [@Efiba;i0Lsdilg

CREeraE77YIe< G0 «ARE; :cbi|C—-p:—crr.’ECij:-BSi*éé:éé:(;}--‘Cm’.;Zj‘l5-ce"wﬁli‘-.®ii13-fIZ_f-!C-- (dMe] E'éleei2Z@0HhIc
if#-'f—:_':'f'_c e c

DEeLi3D+he

bifed~0-2lqDXITEEiTiFw M1 - EER - . 1§PA1%42 £, ACIOb. T}

(@ 178 requests, 2.23 KB, 234.41 5 Clear

Figure 4.20: MikroTik: JS proxy encrypted data

It makes session hijacking impossible. It was found out that the system sets

a cookie in the browser once a user is authenticated (shown in Fig 4.21).

connection: keep-alive\r\m
accept: text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8\1
user-agent: Mozilla/5.@ (Windows NT 5.1; rv:43.0) Gecko/20100101 Firefox.
dnt: 1\r\n
host: 172.24.1.1M\r\n
referer: http://172.24.1.1/ r\n
cookie: username=admin’\r’n
Cookie pair: username=admin
“rin
[Full request URI: http://172.24.1.1/webfig/]
[HTTP request 1/1]
[Response in frame: 773]

0000 @8 @0 27 66 3c 90 @8 00 27 c5 od 1c 68 00 45 0 - 'f<o . ... E:
0010 ©1 6d 29 e0 40 00 40 @§ b4 7c ac 18 01 fd ac 18 -m)-@-@f | - -

@1 1 a3 8a GO0 50 71 dc 73 e3 9f df f7 8a 80 18 ... .- PqQ- s -+
@0 e5 5c 8e 00 G0 01 @1 08 0a la 55 de S5e 00 01 AT SR VEEL
47 00 47 45 54 20 2f 77 65 62 66 69 67 2f 20 48 G GET /w ebfig/ H
54 54 50 2f 31 2e 30 @d ©Oa 61 63 63 65 70 74 2d TTP/1.0. -accept-

6c 61 6e 67 75 61 67 65 3a 20 65 6e 2d 55 53 Zc language : en-Us,
65 6e 3b 71 3d 30 2e 35 ©d Pa 63 6f Ge 6e 65 63 en;g=0.5 --connec

Figure 4.21: MikroTik: Cookie Hijacking
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The system could not be bypassed using the hijacked cookie due to the
Javascript proxy (JS Proxy) implemented in the web service; the JS Proxy obfus-
cates session parameters. Due to this, different attack measures were considered.

The system was exploited for vulnerability in the FTP service and the Telnet
service. It was possible to sniff the username and password through the FTP

service since it was unencrypted (shown in Fig 4.22).

Protocol Length Info

82 Redirect |P:_~u:|1rt:u_t for
[TCP El:3 ACK F T
: Pfdlrwlt
C 66 [TCP Retransmission] v 2 .
TCP 60 21 - 1124 [ACK] Seq=50 Ack=13 Win= 146@@ LEﬂ €]
FTP 87 Response: 331 Password required for admin
TCP ﬁ@ 1124 - 21 [ACK] Seqg= 13 Ack 83 Win= 64153 Len=0

? Redirect
[TCP Dup

Reguest:" PASS~“owura
94 Redirect (Redirect for host)

Figure 4.22: MikroTik: FTP Credentials Harvesting

User credentials was sniffed through the Telnet service (shown in Fig ).

-~ Telnet
Data: Login:
08 00 27 6d a3 13 e8 o0 45 10 - - 'm-- | E
00 2f 63 b6 40 00 40 @6 b d3 ac 18 01 01 ac 18 /c-@-@ {-------
01 fe @@ 17 @4 68 86 2f 6 68 5a a4 a4 74 50 18 h-/ -hZ--tP.
39 08 59 4a 00 @0 4c 6f 67 69 6e 3a 20 9-YJ--Lo gin:

Figure 4.23: MikroTik: Telnet Requesting for Username
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- £Y - -

- Telnet.
Data: a

DEEO0 08 00 27 6d a3 13 08 00 27 66 3c 90 08 80 45 10

+ Telnet
Data: d

OEEED 88 00 27 c5 0d 1c ©8 00 27 6d a3 13 08 00 45 0O

- TElnet-
Data: m

DEEe 88 00 27 ¢5 0d 1c 08 00 27 6d a3 13 08 00 45 00O

-~ Telnet
Data: i

0002 08 00 27 c5 0d 1c 08 00 27 6d a3 13 08 80 45 0O

~ Telnet
Data: n

_—

OPEE 88 00 27 c5 0d 1c €8 G@ 27 6d a3 13 08 60 45 0O

Figure 4.24: MikroTik: Telnet Credentials Harvesting

TCP payload (12 bytes)
+ Telnet
Data: “r\n

Data: Password:

6000 ©8 00 27 6d a3 13 08 0@ 27 66 3c 99 @8 00 45 18 - 'm---- 'f< . .E-
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Figure 4.25: MikroTik: Telnet Requesting for Password
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Figure 4.26: MikroTik: Telnet Credentials Harvesting

4.2 MITM

In reference to Figure 3.7 and the methodology described in Section 3.2, three key
performance indicators were used in determining the efficiency of the proposed
algorithm: CPU utilization efficiency, detection time and network latency (using
the round trip time (RTT)). Outliers of the data acquired are as a result of the
threading effect on the CPU.

Figure 4.27 shows the performance overhead when the algorithm was im-

plemented; averages 0.9545%. It outperforms that of [20] which was 1.65%.
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Figure 4.27: Performance Overhead

The average time (shown in Figure 4.28) for detecting MITM attack is
0.1686 seconds.
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Figure 4.28: Detection Time

The round trip time, which is a measure of latency in a network, for the
instance where the algorithm was not implemented is 1.298 seconds whereas
when the algorithm is implemented it is 1.335 seconds. This shows that the
MITM detection and defense algorithm does not affect the latency of the network

(shown in Figure 4.29).
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Figure 4.29: Round Trip Time

4.3 Rogue Access Point (RAP) Detection

The detection time together with the CPU usage was measured in all scenarios.
The distance between the legitimate AP and the RAP was varied from 1 to 30
meters.

The detection time in Scenario 1 is shown in Fig. 4.30. The detection time

averages 2.15064 seconds (shown in Fig. 4.38).
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Figure 4.30: Graph showing the detection time using Algorithm 1 (Scenario 1)

The CPU usage of Scenario 1 is shown in Fig 4.31. The CPU usage averages
0.31835% (Fig 4.38).
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Figure 4.31: Graph showing the CPU usage using Algorithm 1 (Scenario 1)

In Scenario 2, the random channel hoping algorithm is applied after the
decoding of the beacon frame in RAP detection. The detection time is shown in

Fig 4.32. The detection time averages 0.13182 seconds.
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Figure 4.32: Graph showing the detection time using Algorithm 2 with random

channel hopping (Scenario 2)

The CPU usage in Scenario 2 (shown in Fig 4.33), averages 2.3049%(Fig.
4.38).
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Figure 4.33: Graph showing the CPU usage using Algorithm 2 with random

channel hopping (Scenario 2)

Scenario 3 employs iterative channel hopping technique. The detection time

(shown in Fig. 4.34) averages 0.20465 scconds.
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Figure 4.34: Graph showing the detection time using Algorithm 2 with iterative

channel hopping (Seenario 3)

The CPU usage if Scenario 3 (shown in Fig. 4.35) averages 2.3051%.
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Figure 4.35: Graph showing the CPU usage using Algorithm 2 with iterative
channel hopping (Scenario 3)

Fig 4.36 shows the comparison of the detection time of Scenarios 1, 2 and
3 over the measured distance. It can be observed that Scenarios 2 and 3 have a

better detection time as compared to Scenario 1.
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Figure 4.36: Graph showing the comparison of the detection time in all three

scenarios

In Fig. 4.37, Scenario 1 performs better with respect to CPU utilization as

compared to Scenarios 2 and 3.
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Figure 4.37: Graph showing the comparison of the CPU usage in all three sce-

narios

In Fig. 4.38, Scenario 2 and 3 outperform Scenario 1 with respect to the
detection time. On the other hand, Scenario 1 outperforms Scenarios 2 and 3 in

terms of efficient CPU utilization.
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Figure 4.38: Comparison of the average detection time and CPU usage of all

three scenarios

From the above results, Algorithm 4 can be implemented on embedded
IoT devices that do not transmit data at very short intervals i.e. intervals >
2.5 seconds. For embedded IoT devices that transmit data at very short intervals,

Algorithm 5 can be implemented since a CPU usage of 2.3% is quite efficient.

4.4 Orchestration Framework

A benchmark performance on the two algorithms was conducted on a RaspberryPi[45]
to determine which of the two is less computationally intensive and what length

of bits will be appropriate for use. This is shown in Figure 4.39.
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Figure 4.39: Benchmark Performance of RSA and RSA with OAEP

Key lengths from 1024 to 4096 for both RSA and RSA with OAEP pro-
duce an average computational time of 0.147 seconds and 0.408 seconds as
compared to fast Elliptic Curve Digital Signature Algorithm (ECDSA) with an
average computational time of 9.085 seconds[53]. A key length of 2048 was
used in the orchestration in the RSA-OAEP algorithm. This offers both low
computational overhead together with secure communication process.

The average CPU utilization of the framework implemented on an 10T de-

vice averages 0.8% (shown in Figure 4.40).
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Figure 4.40: CPU Utilization when algorithm was implemented on an IoT Device

Revoking and restoring an IoT device’s access was done at the controller
(described in Figure 3.12) and the duration was measured. The revocation and

restoration time averaged 4.225 seconds and 4.272 seconds (shown in Figure).
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Figure 4.41: Revocation and Restoration Time
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Chapter 5

CONCLUSION AND RECOMMENDATION
This research has proposed lightweight MITM and RAP Detection algorithms
and an orchestration framework. The proposed MITM detection algorithm out-

performs the conventional approach suggested by [24] (shown in Table 5.1).

Table 5.1: Comparison of MITM Detection Algorithms

| KPIs (Avg.) | Proposed Algorithm | Related Works
CPU Utilization (%) 0.9545 1.65 (Ibrahim et al.)
Detection Rate (Sec.) 0.1686 -
Network Latency 1.298 / 1.335 -

Previous research works do not address RAP detection for IoT devices,
hence the proposed RAP detection algorithms. All three scenarios have minimal

performance overhead and good detection rates (shown in Table 5.2).

Table 5.2: Comparison of RAP Detection Algorithms

KPIs (Avg.) Proposed Algorithm Related Works
(SA°7S2y 53

CPU Utilization (%) 0.31835 / 2.3049 / 2.3051 -

Detection Rate (Sec.) 2.15064 / 0.13182 / 0.20465 | -

The proposed orchestration framework also has minimal performance over-
head and good revocation and restoration time (shown in Table 5.3). This frame-
work can be used by IoT device manufacturers to deliver firmware updates to

[oT devices as a means of patching identified vulnerabilities.

Table 5.3: Comparison of Orchestration Framework Algorithms

| KPIs (Avg.) | Proposed Algorithm | Related Works
CPU Utilization (%) 0.8 -
Revocation (Sec.) 4.225 -
Restoration (Sec.) 4.272 -

Future works will consider providing a cross-proxy between the framework
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and other existing protocols such as Constrained Application Protocol (CoAP);
which is used by resource constrained IoT devices.

It is recommended that a lightweight Denial of Service (DoS) detection
and defense mechanism be implemented for resource-constrained IoT devices.
Intrusion detection systems that address other technologies such as Bluetooth
Low Energy (BLE), Z-Wave and Near-Field Communication (NFC) should be

addressed. The entire source code for the research work can be found at [54].
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