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ABSTRACT

Clouds systems provide computation and storage services to organizations and individuals with
improved flexibility and low cost. Cloud customers hire resources in the form of virtual
machines (VMs) within the cloud. However, these VMs may face various security threats. In
this paper, three scenarios were created using RIVERBed simulation tool to detect and mitigate
potential security threats targeting cloud systems. The primary objective of these scenarios is
to evaluate the performance of database and web application under three different scenarios
(no firewall, firewall and firewall blocking the web traffic). To demonstrate how these three
scenarios can enhance cloud security, where there is no firewall, another scenario where
firewall is created to filter database and web application packets and the third scenario is made
to block the web traffic across the cloud. The performance metrics selected at the three levels
(global level, node level and link level) is used to evaluate the performance for the database
and web application from the simulations using two applications the database and web
application, it is seen that the database application performance is improved when the web
traffic is blocked. Even against the packet latency and the security policies the database point
to point utilization is enhanced.

CHAPTER ONE

INTRODUCTION

1.0 Introduction

The Cloud Service System has undergone several transformations from mundane data storage
to rendering Artificial Intelligent services, execution of applications, virtual Hardware
Infrastructure among others. Cloud Security and Privacy has become one of the most prevalent

areas in security research because of the associated threats it poses. The desire of businesses



and organizations is to reduce cost while improving efficiency has placed so much pressure on
cloud service providers which has also promulgated to the astronomical increase in cloud
service threats. The typical Client — Service registration through cloud tunnelling make it
susceptible to the same various forms of attacks like applications systems. There are however
various forms of clouds. These are Private, Public, Community and Hybrid Clouds.
Generally, private clouds run within private networks. This is where a business entity or
organization’s network remains inaccessible from outside of the business network. On such
networks, accessing the internet will require a different connection to enable internet access.
Since private clouds are usually owned by an organization, its access also comes with a certain
level of security restrictions. Public Clouds can be generally referred to as a simple internet
based clouds that can be accessed publicly. Currently, public clouds have gone beyond
conventional file storage and file sharing to Artificial Intelligent led business processing
services among others.

There has also been a growing trend in Cloud computing where organizations harness related
resources to create a community of Cloud. This is referred to as Community cloud, where
organizations leverage on the resource needs of each other to create a domain of cloud
community to share similar resources. The final form of cloud is the Hybrid Clouds which goes
beyond just amalgamation of the different forms of cloud to the integration of highly advanced
heterogeneous convoluted security policies and service operations to form unit architecture.
The main concern in cloud computing is security, where the key issues ranges from
Confidentiality, Integrity, Availability, Access control and Trust. This situation exists because
at every instance, cloud service resources are shared among multiple clients which may end up
being business competitors and as such, a technical failure in confidentiality could expose
company secrets. The next security issue in cloud computing is Integrity, which is the assurance

that, something is, what it says it is. In business environment, where data integrity is key to the



sustenance of the business success, an organization committing its entire business data to a
remote server infrastructure is really a risky venture to engage in which also adds to the issues
raised about the use of cloud infrastructure. Access control has also been one of the many major
challenges in this area because of the numerous application level attacks. This threat has also
contributed to the various quagmire business owners have about cloud computing services. All
these issues discussed settles down on Trust, which is the principal motivation as most

businesses have issues with cloud service architecture.

1.2. Statement of problem

Over the past decade, there has been an increase in the number of reported incidents of cloud
computing breaches. These attacks appear in two folds: namely the security related issues
associated with the end user of cloud services and the cloud service providers itself who serve
as the cloud hosting companies (White 2009). Provision of a secured trusted infrastructure has
also become a serious challenge especially when it is situated as a public system irrespective
of the security policies which are attached.

Beyond the use of cloud server infrastructure, another technology which has been successful
with its integration with cloud systems is Virtualization. This technology adds another layer to
the cloud system architecture to provide virtual environment where an extra security policy
could be integrated additionally and multiple instance of the same resource again could be
replicated among other clients (Atayero 2011). Even though the security of client’s business
information is given a high priority in virtual server environment (refference3), there are
however some weaknesses associated with it. These limitations include virtual server attacks.
The vulnerability usually located at the authentication policy implementation level and the read
write operation. The other form of vulnerability in virtual server is that of frequent updates

(Rehman Amjad 2014). These attacks could lead to several security issues in the virtual services
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such as illegal read and write operations among others. There is therefore a need to carry out a
simulation implementing three firewall scenarios to model the various level of issues related to
these stated problems and the tool we intend to adopt is the University Edition of Open IT guru
which detail the simulation and the implementation procedure to arrive at the

result.

1.3 Justification of the study

There are growing challenges in cloud computing environment due to their data storage
architecture. Various security related issues such as Confidentiality, Data Integrity, Availability
and Data Privacy have become key issues surrounding cloud computing environment. Research
around the field from academia and industry are being carried out to provide solution to these
security issues. There have been numerous proposed techniques that have been adopted to
enhance the security of cloud system environment; however, many of these have still not been
able to provide the enhancement customers of cloud computing systems have always expected.
This study makes comparative analysis of cloud computing security techniques and examine
the techniques through simulations to give assertions on the simulated concepts.

1.4 Aim and Objectives

The aim of this research is to assess the various performance levels of three cloud platfomrs
scenarios namely No firewall, Firewall and firewall with blocking access in cloud computing
environments.

The objectives of this research are

1. To identify existing cloud computing security challenges and their solutions from
reviewing of literature in the field.
2. To simulate three scenarios of cloud architecture with No Firewall, With Firewall and

with blocking access on Firewall sk
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3. To carry out a comparative analysis of the various scenarios and to evaluate the

(Ll

1.5 Research Questions
With respect to the objectives stated above and for them to be realized, the questions relevant
to achieving the anticipated resolutions must be addressed. The questions to be asked in this
research include:

1. What are the current cloud security challenges?

2. Does firewall eradicate the security threats on Cloud computing

3. Which cloud security model provides the best solution for security?

1.6 Contribution to Knowledge

This study provides enough documentation for network engineers and administrators as well
as other stakeholders to have hands on knowledge regarding the choice of cloud architecture to
sign up for. The study also introduces the readers to the benefits associated with the scenarios
discussed to give administrators and network managers’ prior knowledge to keep them
informed in the instances of making decision around the field. In addition, the study throws
more light on prominent works done in the field of cloud computing security and provides rich

literature in the field of cloud computing security.

1.7 Organization of the study
This document is divided into five chapters. In the first chapter, the research scope is introduced
while the goal and objectives is discussed. The research problem, justification and research

questions were all discussed. The chapter ends with the organization of the study.
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In the second chapter, several related articles were reviewed along with their approach. The
third chapter describes the research methodology used for the study. The fourth chapter, focuses
on the empirical results obtained and the discussions of these results. The final chapter provides

concluding discussions and recommendations for further academic research.

CHAPTER TWO

LITERATURE REVIEW

2.0 Overview

The chapter reviews a couple of literature in cloud computing with theoretical background in
to give a deeper understanding of the importance and role of information security in the space
of cloud computing and a multi stage process for countering security risks and disaster
recovery. This study aims at presenting a broad introduction to cloud computing, data security

challenges and opportunities in the cloud.
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2.1 Definition of Cloud Computing

Cloud is a model architecture designed to aid computing services over the public or private
network and usually priced on a pay per use or pay as you go bases and offered to individuals
or group on shared resources over a period of time (Srivastava, 2014).

The concept has evolved from various technologies like grid computing, virtualization, cluster
computing, and utility computing and among others. Cloud computing enables ubiquitous and
on-demand access to network resources and shares a pool of configurable computing resources

that can be provisioned and released without much technical expertise (Mell & Grance, 2011).

Cloud Capabilities

* Dynamically Scalable

Infrast re

Figure 2.1 Conceptual View of Cloud Computing Source: (Wu et al., 2009)

2.1.1 Evolution of Cloud Computing

J. C. R. Licklider proposed a framework through the usage of public networks to offer
computational services to individuals and enterprises which is no different from todays’ Cloud
computing philosophy. Several researchers are of the view that cloud computing was first

presented by John McCarthy who proposed the provision of computing been delivered as a
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public utility. Figure 2.1 depicts the trend of how computational model has evolved over time
from the 70s to presenting showing the move from centralized systems through distributed

systems into Internet and Mobile computing and finally cloud computing (Srivastava, 2014).

Cloud Computing

Mobile

Current 2016
Cloud
istri : Computing
Distributed o (On.d.e!nmd,
2010 : Utility
: Metered)
1 Mohile Pervasive/
) ' e . T :
‘ ligo: : Computing : Ubiquitous
l{g;: : ¢ Technology : Computing
© WorldWide :r\n.nhime) :
: { :  Anywhere
e Clint (:;:) !
: Main Server _
F Technologies * Technologies
rame :
Computing

Figure 2.2 Evolution of Cloud Computing Source: (Srivastava, 2014)

Several other concepts or models have been in use before cloud computing which are
believed to have orchestrated today’s cloud. Utility Computing is credited to have been
proposed by John McCarty in his speech at MIT said “If computes of the kind I have
advocated become the computers of the future, then computing may someday be organized
as a public utility just as the telephone is”. Utility computing is nothing more than metered
usage of computing services and cloud is no different from this analogy.

Grid computing involves achieving or arriving at a common computational goal through
the use of distributed computer resources and Autonomic computing is basically
developing a computer system that is able to self-manage itself in order to overcome or

curb the high rate growth of computing systems management.
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2.1.2 Enabling Technologies

For every technology to be invasive and disruptive there must be several factors in place to see

to its successful acceptance in space. Several factors made cloud computing a success and

below are some major enabling technologies that made cloud computing a success(IEEE,

2010).

a.

Broadband Networks and Internet Architecture: Cloud can never be in existence without
Networks, Cloud seamlessly is referred to by other people as the Internet. The major
network and Internet technologies have contributed to the success of Cloud computing.
Cloud thus cannot successfully exist with Networks. Broad and Baseband and other
Network technologies have served as the spring board for Cloud computing to thrive.
Basically, all clouds need to be connected to a network of which the largest is the Internet.
ISPs that help connect the globe are infrastructures that are helping Cloud to be
implemented successfully without wusers worrying about these technologies.
Connectionless packet switching coupled with Router-based interconnectivity are two
fundamental components of Networks that’s making Cloud a success(Pfarr, Buckel, &
Winkelmann, 2014).
Data Center Technology: data centres is a facility for housing computer systems and
associated components like but not limited to telecommunications and storage systems
with technologies like Virtualization, standardization and modularity, Automation and
remote operation management. The department in any organisational setup responsible
for housing and maintaining the back-end of the IT infrastructure and data storage is
referred to as the Data Center. They contain servers and databases and usually run on
mainframes. Big Data platforms like Hadoop and Spark are all amazing technologies that
have made the implementation of cloud very easy. Data center technologies coupled with

16



Storage technologies have immensely provided the requisite technologies which has

made cloud implementation a success. Distributed File systems coupled with advance
Database technologies are all contributing technologies to the implementation of
Cloud(Sharma et al., 2017).
Virtualization Technology: This technology involves conversion of Physical IT resources
into virtual ones and is now implementable with servers, storage, networks and power.
Virtualization is required to address to provide resources that can be dynamically
repurposed, which application they serve and how they are used. Virtualization has made
it very easy to easily implement any service expected of an enterprise without investing
so much into hardware infrastructure. Several services can now be deployed on a single
cloud component without realizing the complexity of the infrastructure.
Web Technology: Dynamic resource provision (scheduling) like mesos, yarn and among
others are and Software technologies have provided the base for Cloud. Programming
paradigm shifts from central and standalone platforms unto more decentralized
networked systems have contributed to the success or have enabled Cloud (Srivastava,
2014).
Multitenant Technology: this is the technology that enables multiple users to access the
same application logic concurrently without much difficulties most especially in the area
of databases. The technology sees to it that end users or tenants do not have direct access

to data and configuration logs that isn’t their own(Gai & Li, 2012).
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2.1.3 Benefits of Cloud Computing

Every breaking technology comes with its own advantages that sparks its’ interest among

several users. Cloud computing is no different and it is evident in how the term is been heard

in several news articles, technology magazines and among technology enthusiasts (Muller,

Holm, & Sgndergaard, 2015). The technology offers most businesses and other institutions

some merits beyond their costs. Cloud aids the establishment of virtual offices that offers

flexibility of connecting easily with your business and other businesses within any part of the

world (QLD, 2017). The growth in web-enabled computers within today’s business world

makes access to data easier. Some of the major benefits associated with Cloud includes but not

limited to the following.

a.

Flexibility: services provided via cloud platforms are usual advantageous for enterprises
which have growing bandwidth demand. Scalability is very easier on cloud services as
compared to implementing onsite. Scaling up or down on cloud infrastructure is as easy as
picking up a phone.

Disaster Recovery: In the event of disasters and other natural unforeseen events, recovering
your data from the cloud is a major advantage enjoyed by enterprises on cloud services.
Data recovery becomes easier as most cloud services have several backups on and offsite.
Some database backups are even continental in that a server in the United States could
have its backup in Europe or somewhere in Asia. This provides a lot of assurance of data
recovery in the events of disasters.

Automatic Software Updates: administrators have limited work to do regarding software
update and upgrades. Patches are automatically installed with less or no notice on the part
of the end user. Administrators are thus freed from periodic manual updates.
Capital-expenditure Free: Implementing cloud or signing up on cloud usually reduces the

high cost of purchase, installation training of technical staff to support and maintain
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infrastructures. These drastically reduce the cost involved in using these services as
opposed to keeping one’s own setup.

e. Increased collaboration: Collaboration among staff is high with enterprises running on
cloud. Cloud provides the possibility of a platform for people from different geographical
location to work on the same project without difficulties.

f.  Security: It is very hectic for companies to loose most of their physical infrastructures like
laptops and other storage devices due to the data that may be present on them. Signing up
to cloud is one of the best ways to curb the fear of loss of data when companies’ resources
are affected by theft, damaged or natural disasters. Cloud provides the chance to have
copies of such information been backed up and also been encrypted with highly
sophisticated and complex algorithms. A loss of a device thus not threated data that is
stored in the cloud.

According to a blogpost by IBM, cloud basically provides a virtualized environment for internet

connectivity increasing accessibility to resource and speeding market through cloud enabled

users. Cloud also ensures data security with no hardware failure on premises due to networked
backups. Provides savings on equipment due to enjoyment of infrastructure as a service. This
merit gives efficiency to businesses and provides a competitive advantage against other
enterprises. Other strategic views includes but not limited to streamlined work, regular updates

and collaboration (IBM, 2018).
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2.1.4 Characteristics of Cloud Computing

a.

On-Demand Self-Services: Cloud computing provides resources on demand, i.e. when the
consumer wants it. This is made possible by self-service and automation. Self-service means
that the consumer performs all the actions needed to acquire the service herself, instead of
going through an IT department, for example. The consumer’s request is then automatically
processed by the cloud infrastructure, without human intervention on the provider’s
side(Srivastava, 2014).

Broad Network Access: Cloud is highly characterized by is availability across the globe. In
most cases than not, cloud resources reside on the Internet and other private networks which
makes access to these resources easily accessible from any geographical location and from
different kinds of devices. These resources are also accessible from a wide range of locations
that offer online access.

Resource Pooling: is an IT term used in cloud computing environments to describe a
situation in which providers serve multiple clients, customers or "tenants" with provisional
and scalable services(El-gazzar, 2014).

Rapid Elasticity: is a cloud computing term for scalable provisioning, or the ability to
provide scalable services. Experts point to this kind of scalable model as one of five
fundamental aspects of cloud computing.

Measured Services: is a term that IT professionals apply to cloud computing. This is a
reference to services where the cloud provider measures or monitors the provision of
services for various reasons, including billing, effective use of resources, or overall

predictive planning (Techopedia, 2017).
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2.2 Cloud Computing Deployment Model

a.

Private Cloud: to the cynics, the "private cloud™” looks a lot like what we used to simply
call an on-premises data center. The difference is that you use virtualization, software, and
automation to organize your infrastructure like the public cloud. While this offers some of
the flexibility found in the public cloud, the big benefit for private cloud is that it gives you
more control over security, data privacy, and compliance.

Community Cloud: Community clouds are a recent variation on the private cloud model
that provides a complete cloud solution for specific business communities. Businesses
share infrastructure provided by the CSP for software and development tools that are
designed to meet community needs.

Public Cloud: this model is the most common way of cloud deployment like servers and
storage and involves third party cloud service provider and usually deployed over the
Internet. Microsoft Azure is a typical example of Public Cloud Model. It emerged as
Software as a Service but now offers Server and virtualization and beyond.

Hybrid Cloud: A hybrid cloud includes a variety of public and private options with
multiple providers. By spreading things out over a hybrid cloud, you keep each aspect at
your business in the most efficient environment possible. The downside is that you have
to keep track of multiple different security platforms and ensure that all aspects of your

business can communicate with each other(Judith, Robin, Marcia, & Fern, 2017).
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The Cloud Provider

The Cloud Provider

Connectivity
(Network Access)

Figure 2.3 Cloud Deployment Models Source: (Judith et al., 2017)

2.3 Cloud Computing Service Model

e.

Software as a Service (SaaS): This is a model that is highly scalable in Internet based
applications with hosting on the cloud and offered to clients as services. A typical example
of this kind of model is Google Docs, acrobat.com and salesforce.com

Platforms as a Service (PaaS): With PaaS, the model is usually used to design, develop and
build as well as test applications that are provided by cloud infrastructure. Examples includes
Azure Service Platform from Microsoft and Google App Engine

Infrastructure as a Service: laaS is per per use model with services like storage, database

management system which are offered on demand and example includes 3Tera and GoGrid.
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I a as . storage, database manag, t P GoGrid, 3 Tera
capabilities are offered on demand

Figure 2.4 Cloud Models Source: (Wu et al., 2009)

2.4 Cloud Security Standards and Issues

Cloud security encompasses principles and procedures applied to protect data, applications and
infrastructure within cloud computing environments. A study by Yu et al (2017) shows that
Security issues are one of the biggest obstacles to the widespread adoption of cloud computing
services among enterprises. The study selected a couple of papers and analysed the article based
on publication year, outlet, keywords and research perspectives and data sources. The outcome
showed current research providing useful information about security in the cloud (Yu, Wang,

Wang, Su, & Ge, 2017).

,m,mmmm' : "‘ mmu revocalion {o ko
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== = information ~SErvice

crypted iscertives

Figure 2.4 Visualization analysis on keywords Source: (Yu et al., 2017)
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Market analysis on Global Security Market Growth Analysis shows a rise in value from

US$425.4 Million to US$963.4 Million in between the years 2012 and 2014.

41.4% Compound annual grow

Figure 2.5 Global Cloud Security Market Growth Analysis 2012 — 2014 Source (Cision,

2015)
There has been increasing partnership among Cloud Service Providers and Security solutions
providers to see to a safe and sound security among data in the cloud as most companies find
it difficult entrusting their classified and sensitive in the cloud. There is been a rise in research
in the field of security in the cloud which shows the concern among users of cloud services.
There are several existing protocols to seek data protection in the cloud but since TCP/IP
protocol governing network still has its drawbacks there need to be further implementation to
give enough confidence among users of the cloud. Security in the cloud is essential in that there
is been exponential rise in the usage of cloud services among academia, government and
corporate world as well as rise in Cloud service-specific attacks. These are major reason to give
attention to security in the cloud. Among some of the challenges with cloud security are believe
among CSPs that security is an end user issue. Moreover there is lack of awareness about cloud

security coupled with inconsistent network connection issues. To curb this issue, there should
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be strong overall security from CSPs by offering a suite of security solution with encryption
features. There are several Cloud security programs available offered as a Cloud service in its
own. McAfee Cloud Security is one such platform that offers endpoint, email, and web and

network protection through the cloud.

2.5 Review of Related Literature

This summarizes prominent reviews on cloud systems provision for computation most
especially on storage services. It looks at the security strength and weaknesses associated with
cloud infrastructures on remote attestation, resource contention attacks and cache-side channel

attacks.

2.5.1 Remote Attestation

Remote attestation is defined as “the procedure of making claims about the security conditions
of a targeted system based on the evidence supplied by that system” [72]. It often involves three
entities: an attester is the targeted system which provides the evidence; a verifier is an entity
which requests an attestation report for a given attester; an appraiser is an entity which makes
decisions by evaluating the security conditions based on the attester’s evidence. The two types
of remote attestation are Binary Attestation and Property-based Attestation.

Binary Attestation was a breakthrough proposed by Trusted Computer Group to cater for
attesting the platform integrity of a server. The Binary Attestation has been built on to develop
several other remote enabled systems like Integrity Measurement Architecture (IMA), Policy
Reduced Integrity Measurement Architecture (PRIMA) for measuring Mandatory Access
Control (MAC), Trusted Virtual Machine Monitor and among others. Nonetheless Binary
Attestation had its own shortcomings of Privacy lIssue around binary measurement sent to
verifier to provide configuration and implementation details of the attester leaving a loop hole

for fingerprinting attacks. Secondly, the verifier (who is also the appraiser) must be aware of
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the correct configurations of the target platform. Lastly with binary attestation, the target
platforms may get updated leading to a change in configurations, and thus requiring the verifier

to be notified about it each time.

2.5.2 Resource Contention Attack

Resource contention attacks such as Cloud DoS attacks, Cloud Resource Stealing attacks,
Hardware resource contention studies and timing channels in clouds are some of the related
security breaches associated with cloud infrastructure that is worth studying. DoS attacks for
instance have the tendency of depleting or victimizing network bandwidths from its subnet
Harkeerat et al(2012). designed a CPU resource attack where an attacker VM can exploit the
boost mechanism in the Xen credit scheduler to obtain more CPU resource than paid for. Our
attacks do not steal extra cloud resources. Rather, we aim to induce the maximum performance

degradation to the co-located victim VM targets.

2.5.3 Cache-Side Channel Attacks

Dirk et al (2002) studied the effect of trace cache evictions on the victim’s execution with
Hyper-Threading enabled in an Intel Pentium 4 Xeon processor. They also explored frequently
flushing shared L2 caches on multicore platforms to slow down a victim program. They studied
saturation and locking of buses that connect L1/L2 caches and the main memory. Thomas et al
(2007) studied contention attacks on the schedulers of memory controllers. However, due to
advances in computer hardware design, caches and DRAM s are larger and their management

policies more sophisticated, so these prior attacks may not work in modern cloud settings
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2.5.3 Detection and Mitigation of Integrity Attacks

In the space of Integrity attacks detection and mitigation, several studies have been done by
researchers. A prominent work by Garfinkel and Rosenblum (95) proposed the method of
virtual machine introspection in finding attacks. Several other architectures and tools have been
designed to work around virtual machine introspection techniques. Other honey pot tool based
on virtual machine introspection to detect and analyse network-based attacks. This leverages
the binary translation technique to intercept system calls and collect contextual information as
needed. In the future, researchers should pay more attention to enterprise users, data security

management and the data source of real business operation in enterprises.

2.6 Summary of Literature

Cloud computing adoption has been on the rise and the rise comes with associated security
issues around the technology. Upon the advancement in securing the cloud there still are
security threats around remote attestation, resource contention attacks, cache-side channel
attacks and detection and mitigation of integrity attacks. This study uses simulation to prove
the security threats associated with clouds with no firewall, with firewall and finally firewall

with blocking of web and how to mitigate the threats.

CHAPTER THREE

METHODOLOGY

3.0 Overview
The methodology for this research is the design methodology is aimed at conducting a cloud

performance evaluation and safety requirements using the RIVERBed Simulation tool. VVarious
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network architectural scenarios were designed to simulate the various network set-ups and test

the state of securities.

3.1 No firewall scenario

RIVERBed in general provides an option to design scenarios and in this simulation various
scenarios are designed. The primary aim of this scenario is to enforce no firewall conditions
across the network. The requisite cloud employed is the IP based cloud. The IP based cloud
functions as the internet cloud and connects two or more subnets representing the service
providers. The simulation process uses two routers among which one serves as the firewall
router. This scenario involves two different applications, the database application and web
application. The application configuration and profile configuration level are used in
configuring the applications in order to produce the needed application traffic. The simulation
makes use of a huge database access application which enforces more database queries over
the database server. The needed configurations are executed at the application and profile
config level. The performance of the cloud for both the database application and web

application is analysed. Figure 3.1 shows the fundamental workspace of RIVERBed.
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Windows

Fig 3.1: Home screen of RIVERBed

The file menu is used in creating a new project with the needed scenarios implemented at this

level. Figure 3.2 shows the process.

F N
B3 Enter Name I—J-gh

Project name: [ project 2

Scenario name: Iscenan’o1

v Use Startup Wizard when creating new scenarios

QK Cancel

Fig 3.2: Creation of a new project
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A number of workstations (150) implemented the cloud used for this simulation with all this
workstations accessing the database and the web application. Preceding are the performance

metrics used for the performance evaluation of cloud when there is no security across the cloud.

HTTP page response time is estimated for the web application

« DB query time and response time is estimated for the database application

Link level and utilization statistics are estimated

Node level statistics like server DB query response time and load are estimated for the

database application

This performance metrics is used for the other scenarios. Description needed is given

below.

3.2 Firewall scenario
A firewall scenario is created for a duplicate of the first scenario. In this scenario a firewall
router is created. A packet latency of 0.5 seconds is enforced for packet filtering. The same

performance metrics used for the first scenario is applied in this scenario.

3.3 Firewall scenario: Block web access
This scenario's primary objective is to block unauthorized web access. It is created by

duplicating the second scenario.

After the required three scenarios are made, the simulation is made to run for one hour with
the corresponding performance of the cloud evaluated. The result of the simulation is discussed

in later section.
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3.3 Simulation Procedure

Three scenarios discussed in the former chapter using RIVERBed simulation tool and the

simulation run for an hour. The performance of the database and web application under three

different scenarios (no firewall, firewall and firewall blocking the web traffic) is the main

objective evaluated. This chapter consist of a detailed description of the simulation procedure

followed and design metrics.

3.4 RIVERBed as simulation tool

Wide range of models to create the required cloud model is provided by RIVERBed with good

user interface. Users are able to use an object palette which contains different node models in

the RIVERBed in creating required network model. Figure 3.4 below is a sample screen of

object palette that contains the nodes for creating the cloud model.

r hl
E3 Object Palette Tree: project2-scenariol = ‘ = S
ﬂ] Search by name: l

<
=

Drag model or subnet icon into workspace

3
-5 1000BaseX_LAN

453 100BaseT_LAN
354 10BaseT_LAN

#-_] 3Com CB3500

E Application Config

@ AS_GRF400_4s_a2_ze8_f4_sl2
#-{_] Bay Networks Centilion 100

®-{"] Cisco 4000
54 eth16_ethch16_fddi16_tr16_switch

_‘;ﬂ eth2_fddi2_tr2_switch

-84 ethd_ethlane4_fddi4_tr4_tdaned_switch

-3 ethd_fddi4_tr4_switch

-3 eth6_ethch6_fddi6_tr6_switch

::d ethemet 16_switch

‘ Create Custom Model... l

Fixed Node
Fixed Node
Fixed Node

Fixed Node
Fixed Node

Fixed Node
Fixed Node
Fixed Node
Fixed Node
Fixed Node
Fixed Node

1000BaseX Switched LAN
100BaseT Switched LAN
10BaseT Switched LAN

Application Configuration —J
Ascend GRF400 Router
Ethemet Switch L]

Figure 3.4: RIVERBed object palette

A required network is created by dragging object from object palette to workspace. RIVERBed

provides scope for creating different scenarios, comparing scenarios and duplicating as well.
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Individual statics at three levels can be used for the performance evaluation of the required
network. The simulation tool has the Global level, node level, and link level statics.

Performance comparison can be done choosing desired metrics. An option is provided by
RIVERBed to run simulation based on the requirement and the actual result is evaluated when

simulation is run. Below are the procedures followed to create the simulation of the scenarios.

3.5 Simulation of No Firewalls scenario

In general a firewall is a network security device (router) that monitors incoming and outgoing
network traffic based on a defined set of security rules. In this application a firewall that
monitors and regulates the traffic that passes across the network and the internet is used. Home
office LAN network is implemented as the destination in this simulation and all other
communication achieved via the cloud and other routers. The step needed to create the

simulation is given below.

A new project is created on the RIVERBed simulation tool. The name of the project is given
as well as it corresponding scenario. In this scenario the project is given as No Firewalls, result

is shown in Figure 3.5.

B3 Enter Name L_Ji‘?-

Project name: | Zis5= v

Scenario name: Iscenan’o1

|v Use Startup Wizard when creating new scenarios

QK Cancel J

Figure 3.5: New project creation using RIVERBed

Once the name of the project and scenario name are done, the preceding steps are used to create

the basic network.
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Create Empty scenario is selected as the initial topology option and next

Select The world as the re N arliejntg I
US is selected in the maps and enter n

 Click on next twice, the basic workspace_With the required object palette are displayed.

v \ A
The figure 3.6 below shows a screenshot of the process.

) - i > - f =)
‘\, ?1 \"-\ o N \;\\ ) // _é.x‘ f
N e N Figu];q 3.6: The network’s basic W()}}(Space s S S
- ":f \‘\ ” 3 \’"/

\ 4,‘?) \\\ /
After the workspape JS)SEE .th_efollowmg objects are dragg@d(onﬁh?bbject palette to the

workspace. The objects‘used}k as_listg;f lac}w‘ E hO ’_'_‘r.
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» The application configuration object is used to define the applications. Database and
Http applications are implemented in this simulation. Further detailed descriptions are

given in later sections.

» The profile configuration object is used to application profiles
The internet cloud used is 1p32_cloud object.

Two ethernet4_slip8_gateways act as the west and east routers

10BaseT_LAN object act as the home office which supports 150 workstations.

» Two ppp_server object act as the database server and web server

The resulting set up is shown below in Figure 3.7 once all the various objects are dragged to

the workspace
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Figure 3.7 Setup of Basic Network

3.5.1 Application configuration éettings |

Two applications are created in this project in order br to generate the needed traffic over the
cloud. RIVERBed provides object known apblication config. The needed application can be
created at level. To add the applicatioﬁs, the application configuration object is dragged from

the object palette and edited. Below are the corresponding steps:

-

-
. = : -
Right click on the Application config object and select edit attributes

3 71(’ . SO
’ o

Add two row to the applications definitions tab, to create anap'f)‘licétions

)"'5'

S - o2 )
Rename a row as databa‘se;) select the beaw( load database against the Database

application.
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» Rename another row as web; select heavy browsing against HTTP application. Below in

Figure 3.8 is a screenshot of the result.

(AppConfig) Attributes ‘:’ —_— =
Type: IUlil'fb’
| Attibute [Value A
@ - Email Off
@ - Ftp Off
@ - Hitp Off
@ - Print Off ,
€3] .. Remote Login Off l
)] - Video Conferencing Off
@ £ Vioice Off
= Web
@ - Name Web
@ = Description (.)
& - Custom Off
@ . Database Off
@ - Email Off
@ -Fip Off
@ - Hitp
@ £ Print Off
@ - Remote Login Off
@ - Video Conferencing Off
) L. Voice off
# MOS fd
(%) # Voice Encoder Schemes All Schemes _I.J |
[~ Advanced |
@ I Fitter | [~ Apply to selected objects
[~ Exact match ,TI Cancel | !

Figure 3.8: Settings of the Application configuration
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Select OK and save project after application definitions are set. Next define the profiles of the

applications.

3.5.2 Settings of profile configuration

The requisite application traffic over the network is generated for each application using it
profile. A profile configuration object is provided by RIVERBed which can be gotten from the

object palette by dragging. The profile definitions setting steps are given below:

The profile configuration object is right clicked and edit attributes selected

« Two rows are added for profile.

« Arow is named as Database_User; choose the database as the application.

« Another row as Web_User is named; the required application selected is Web. Below

in Figure 3.9 and 3.10 is a screenshot of the result.
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g (ProfileConfig) Attributes

=8| ® |

I's=i - -

II_Type: l LUtilities

Atrbute [Value ]
@ nzme ProfileConfig
@ B Profile Configuration (.)
i~ Number of Rows 2
& Database_User
@ i- Profile Name Database_User
@ @ Applications . —
@ i~ Operation Mode Serial (Ordered)
@ Start Time (seconds) uniform (100,110)
@ i~ Duration {seconds) End of Simulation
Q @ Repeatability Once at Start Time
(Applications) Table u
Name Start Time Offset Duration (seconds) | Repeatability _;I
{seconds)
Database Database uniform (5,10) End of Profile Unlimited
=il ==
L h Rows Delete I Insert Duplicate | Move Up | Move Down |
[\i‘t'c I E!'_ ote | p‘ §h°w row labels OK _Cancel |

Figure 3.9: Profile Configuration of Database
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p (ProfileConfig) Attributes it .- 4 H =8 8

Type: ]U‘u[m&s
l | Attribute i"u"alue _:_I
@ +name ProfileConfig
® © Profile Configuration (5
Number of Rows 2
& Database_lser
@ i- Profile Name Database_Lser
@ @ Applications (.)
@ Operation Mode Serial {Ordered)
@ Start Time (seconds) uniform (100,110)
@ Duration {seconds) End of Simulation
@ ® Repeatability Once at Start Time
=B Web_User
@ i- Profile Name Web_User
@ @ Applications T
@ E--Operatqon Mode Serial (Ordered)
@ Start Time (seconds) uniform (100,11C)
@ Duration {seconds) End of Simulation
@ ___® Repeatabity Once at Start Time
(Applications) Table @
Name Start Time Offset Duration (seconds) ; Repeatability _‘_J _"l
(seconds) [
Web Web uniform (5,10) End of Profile Unlimited
S
J ‘11 Rows Delete I Insert Duplicate | I
Lt I Promote | [V Show row labels OK

Figure 3.10: Profile Configuration of Web

The applications are set to generate the traffic after creating the respective profiles. The cloud

is configured next.

3.5.3 Cloud configuration
A simple public internet based cloud is represented using 1P32 cloud provided by the
RIVERBed. The database and web applications are supported in this project using this cloud.

IP32 _cloud object is drag to the workspace and it attributes edited. The steps are given below

39



« The cloud is right clicked and it attributes is edited

» The packet latency attribute is edited by setting a constant 0.05 seconds value. The

Figure 3.11 shows a screenshot of it.

3 (ipcloud) Attributes e

Type: Icloud

[ Tattioute Value 4]
@ :-name ipcloud
# |P Routing Protocols
# Reports
# CPU
® VPN
# DHCP
# |P Multicasting
# Performance Metrics
# P
# Security
# MPLS
# System Management
# NHRP
(@ i Packet Discard Ratio 0.0%
@ - Packet Latency (secs)
# RSVP
(? ® System Information (.)

;'
[~ Advanced

@ l Fitter I [~ Apply to selected objects
| [~ Exact match | [—IQK Cancel I

Figure 3.11: IP32 cloud configuration

The maximum packet delay across the cloud due to the web and database application is 50ms,
when the packet latency is set to 0.05seconds. Every packet accross the cloud is processed with

it limited delay. Next the west router attributes is edited.
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3.5.4 West router and East router configuration

As stated earlier two routers are used in this simulation (West and East Routers). West router
configuration is worked on in this section. Select an Ethernet4_slip8_gtwy object from object
palette renaming it as Router_West. Another Ethernet4_slip8_gtwy object is selected to the
workspace and renamed as Router East. The 1P32 cloud using PPP_SI links in the object

palette are used in connecting both routers. Figure 3.12 below is the resulting connection.

Figure 3.12: Configuration of East and West router

3.5.5 Configuration of Home office

A 10BaseT_LAN object is selected from the object palette and configured as follows:

The object is right clicked and the attributes edited.

The number of workstations is set to 150

« Two rows are added by expanding application supported profiles

50 is set as the number of users and a database profile is included.

Web profile is set as the next profile and 100 setted as the number of users. Below (Figure

3.13) shows the result

41



P

E Type: ILAN
‘ thn'bute |Value
@ :name HomeOffice
= Applications
() @ Application: ACE Tier Configuration Unspecified
@ # Application: Destination Preferences None
@ # Application: Multicasting Specification ~ None
? @ Application: Source Preferences None
(3 = Application: Supported Profiles (.)
i Number of Rows 2
1= Database_lser
@ - Profile Name Database_User
@ - Number of Clients 50
@& - Traffic Type All Discrete
# Application Delay Tracking Disabled
1= Web_User
@ - Profile Name Web_User
@ - Number of Clients 100
@ - Traffic Type
# Application Delay Tracking Disabled
@ Application: Supported Services &)
(3 @ Application: Transport Protocol Default
# CPU
# VPN
# DHCP
# |P Multicasting
=P
= LAN
(3  ® LAN Background Lttilization None
@ L LAN Server Name Auto Assigned
@  -LAN Type Ethemet
@ i Number of Workstations 150
@ i Switching Speed 500,000
# NHRP
@ | Fiter
[~ Exact match

i
[~ Advanced
| Apply to selected objects

oK Cancel
I |

Figure 3.13: Configuration of Home Office

The Router_West is then by the home office using the 10BaseT links. Figure 3.14 below shows

the result.
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Figure 3.14: Home office connection to Router west

3.5.6 Server configurations
A database server and web server are represented by Two PPS servers. The applications are
supported editing the servers from the object palette. Below are the steps;

« The database server is right clicked and it attributes edited.

« The profiles that support the application is edited and set database application as

support.

» The web server configuration uses the same procedure. At this level the web application

“is supported. Figure 3.15 and 3.16 shows a screenshot of the configurations ;

—~>r -
o~ d
o -
- 0
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B3 (DatabaseServer) Attributes - =

Type: [server
IAﬁribtﬂe IVaIue
@ name DatabaseServer
& Applications
@ @ Application: ACE Tier Configuration Unspecified
@ Application: Destination Preferences  None
Application: Supported Profiles None
@ Application: Supported Services
CPU
VPN
DHCP
| IP Multicasting
IP
NHRP 4
@ Reports : (Application: Supported Services) Table J
|| ®msFp |
1 |@® & server Addressj |Nane | Description _:j \
Servers 4 Database Supported .
@® TCP

[~ Exact match v
B i Raws Delete I Insert I Duplicate | Move Up | Move Down I
Details | Eromote | [V Show row labels I oK I Cancel | ‘

Figure 3.15: Configuration of Database server
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’
(WebServer) Attributes —— =B8] X

Type;lsen/er
[ Attribute Value |
@ name WebServer
& Applications
@ Application: ACE Tier Configuration Unspecified
| @ # Application: Destination Preferences None
@ Application: Supported Profiles None
@ - Application: Supported Services
@ CPU
VPN
@ DHCP
@ |P Multicasting
IP
& NHRP (Application: Supported Services) Table
Reports
SIP |Name | Description
@ } Server s o [ S.oooted
Servers
TCP

4
Rows Delete I Insert I Duplicate I Move Up I Move Down I
Details | Promote I v Show row labels OK Cancel

Figure 3.16: Configuration of Web server

The PPP_DSI links are used to connect the Router East to the server after configuring the

server. Figure 3.17 shows a screenshot of the configuration
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Figure 3.17: Router East connection to servers

3.5.7 Performance metrics

Previous sections included elaborqtion of the required configuration with a setup of complete
network along with it configurations. Few érgum-ents are néeded to test the performance of
cloud against the database and Web applicatilons. Global level, node level and link level are

three levels of performance evaluation provided by RIVERBed. Performance metrics are set

in the steps below:

» The workspace is right clicked; choose individual statistics from the option.
e - =

<.\ . s >
. Globg!'_,’,node and link level metrics are given in a new window that gpipears with the

y

options to éelectiany. ngure 3.18 shows corresponding steps.

i

-
-
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| 2 4 , . = 2
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Description:

#{7] Link Statistics

Draw style:

Collection mode: Mods |
I

IV Generate vector data
[~ Record statistic animatior
I— senerate live statistic

[T Generate scalar data
Using Ilast value L]

Figure 3.18: Three levels of performance metrics

For performance evaluation the following metrics are chosen:

« Expand the DB query from the global level statistics, the response time is selected

+ Expand the Http option from the global level statistics; s page response time is selected.

Figure 3.19 below shows the process above.
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v
Choose Results

[T

=-{#] Global Statistics

L BT ACE
i @{ | ACE Whiteboard
i ®{ ] AODV

. {7 BGP

i ®{ | Cache

i B Custom Application
: @{ ) DB Entry

i E®] DB Query

{/] Response Time (sec)

- Traffic Received (bytes/sec)
Traffic Received (packets/sec)
Traffic Sent (bytes/sec)

o Traffic Sent (packets/sec)
DHCP

DSR

EIGRP

Email

P @

{ ®{ | Ethemet
i @& Rp

{ ®{] GRP

i ®m{7] HSRP
PR

Page Response Time (seconds)

Traffic Received (bytes/sec)

Traffic Received (packets/sec)

Treffic Sent (bytes/sec)

- Traffic Sent {packets/sec)
IGRP

IP

IPv6

ISIS

Mobile IP

Mobile IPv6

2

=]

— Statistic information
Description:

Specifies response time for each
inlined object from the HTML page

Draw style: discrete

<]

)

Modify... |

Collection mode: Bucket
Total of <default> values
sample mean

Modify... |

— Data collection
v Generate vector data
[~ Record statistic animation
|7 Generate live statistic

[~ Generate scalar data

Using llast value ;]

ﬁil

Figure 3.19: Global statistics

The following are selected for the node level statistics:

DB query is expanded and load is selected

Server HTTP is expanded, select load.S Figure 3.20 below shows the process above
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Choose Results 4 '

F @] SIS " [~ Statistc information
i @] ISIS Process Descinion:
(@7 LAN :
| B OSPF Rate at which any Http requests arrive _~|
| e DoFF Erocess at the server
¢ @{7] PIM-SM -
{ ®{_| Remote Storage Client
i B | Remote Storage Server
i B Requestirjg Custom Application
\ g gfpsmnd'"g Custom Application Note that these requests could belong
. @47 RIPNG to different sessions maintained at the
Il| | #{J Route Table server. Also note that requests for the
i @1 ] Router Convergence same session is queued until the first
% g,?_gp request is completed. LI
F_FJ Server DB
i ®{ ] Server DB Entry Draw style: linear Modify... I
§ B Server DB Query
i1 /] Load frequests/sec) ; : :
Task Processing Time (sec) Collection mode: Bucket Modify...
Traffic Received (bytes/sec) Total of «default> values
Traffic Received {packets/sec) .
Traffic Sent (bytes/sec) B/ me
i 1 ] Traffic Sent (packets/sec) = lecti
‘ll | @7 Server Emai Data collection
‘ i @{] ServerPRp __| | ™ Generate vector data ”
: EH8 Se’.'vre;r':ﬁ e No animation for all nodes
[ S oad requests/sec) |
Load {sessions/sec) No live stats for all nodes
Task Processing Time {sec)
Traffic Received (bytes/sec) [~ Generate scalar data
Traffic Received (packets/sec) s I ,
Traffic Sent (bytes/sec) Using I ast value _v_j
Traffic Sent (packets/sec) Y.
LJ | 4 0K I Cancel

Figure 3.20: Statistics of Node level

The statistics of the link level are achieved from selecting the following:

Point to point option is expanded; both the utilization metrics are checked. Figure 3.21 shows

the link level statistics
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To o IS

& Link Statistics
B low-evel pointto-point
=-{*] pointto-point

queuing delay (sec) —>
queuing delay (sec) <-
throughput (bits/sec) —>
throughput (bits/sec) <-
throughput (packets/sec) —>
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utilization —>

Global Statistics
[-El~ Node Statistics

— Statistic information
Description:

This statistic represents the ;]
percentage of the consumption to date

of an available channel bandwidth,

where a value of 100.0 would indicate

full usage.

Draw style: linear Modify...

Collection mode: Bucket
Total of <default> values
time average

Modify...

— Data collection
[v Generate vector data
No animation for all links
No live stats for all links

[ Generate scalar data
Using llast value ~|

«| | » | oK Cancel

Figure 3.21: Statistics of Link level

When all the needed performance metrics is selected, the first scenario simulation is complete.

For the other scenarios similar performance metrics are implemented

50



3.6 Firewall scenario

In creating this scenario, the first scenario is duplicated. Enforcing the firewall policies over
the cloud is the primary objective of this scenario. In this scenario the firewall permits packet
filtering and the required traffic across the network. From the scenario menu the option to

duplicate scenario is selected. Figure 3.22 below shows the duplicate process.

New Scenano... Ctrl+Shift+N
Duplicate Scenario... Ctri+Shift+D

Manage Scenarios...

Previous Scenaric Ctrl+Up
Next Scenario Ctrl=Down
Switch To Scenarnio 4
Scenanio Compcenents »

Figure 3.22: Procedure to duplicate the scenario

After duplication the steps below are followed to create the firewall scenario needed.

Router West is right clicked and attributes edited.

»  Select ethernet2_slip_firewall from the option model. The firewall here are the

routers.

«  The proxy server option is expanded and row 1 option edited to have a latency

of value 0.05 at a constant rate.

* Row4isexpanded and the latency set to a constant value of 0.05. Below (figure

3.23) shows the process above:

51



g(Router_West) Attributes o ‘

| Type:lrwter

| Attribute [ Value -]
# System Management -
® NHRP
(? = Proxy Server Information (.) .
- Number of Rows 10 .
® Row 0
=] Row 1
/‘ppicatm Database
ProxySetverDeployed Yes
 Latency (secs) constant (0.05)
Row 2
# Row 3
S Row4
- Application
i~ Proxy Server Deployed
- Latency (secs)
# Row 5
Row 6
I Row 7
@ R 9

Extended Atts. | Model Detais | Object Documentatin |

e o

SISt

l B

¥ Advanced
" RegEx [ Possible values I~ Apply to selected objects
Tags

oK | Cance |

Ny — ;.\
s Figure 3,«23 Flrewafl conflguratlonr

e —— \ "\ /
- - \\ — ‘,_ N y J
—— - —~—

-

Value 0 05 Iatency is set as the constant for thg web appllcatlon and database At the flrewall a

packet f||termgls done meSOmsdeIay obtaj hedb\ver the rouIer Below |sof|gure 3.24 showmg

the network after followmg the requmte flrewall conf-lguratlansteﬁs ,r‘

,/ v -
I 4 g .
/ - A ’ < ¢ .

52



Figure 3.24: Firewall scenario setup

The similar performance metrics for the first scenario is used as well in this scenario

3.7 Firewall blocking scenario
Blocking the web traffic over the network is the primary goal in this scenario.

Duplicating the second scenario is way to obtain this scenario. Below are the changes done:

 the router west is right clicked and the attributes edited

« The proxy server information is expanded, the row 4 (HTTP) is selected.

» The deployed proxy server option is set to no. below is Figure 3.25 showing the
process
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(Router_West) Attributes E=N >

Type: Iapplication proxy

| Attribute Value _‘_]
# System Management
| ®NHRP
'@ = Proxy Server Information (.)
- Number of Rows 10
# Row 0
# Row 1
# Row 2
# Row 3
‘ = Row 4
@ . Application Http
@ i Proxy Server Deployed No
@ i Latency (secs) constant (0.05)
|
# Row 6
# Row 7
# Row 8
# Row 3
| ®RswP
@ i Server Address Auto Assigned
| @ Servers =
'@ ® System Information (..) v

[ Advanced

| @ | Fitter [~ Apply to selected objects
[~ Exact match oK =

Figure 3.25 Blocking Web traffic
The web traffic across the cloud is blocked, firewall blocking scenario is complete in this

simulation.
.3.8 Running the simulation

The simulation is run for an hour when the scenarios are all done. The manage scenarios option

is selected from the menu to run simulation, the process is shown in Figure 3.26 below.
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Topology Traffic Protocols  Simul
New Scenario... Ctrl+Shift+N
Duplicate Scenario... Ctrl+Shift+D

Manage Scenarios...

Previous Scenario Ctrl+Up
Next Scenario Ctrl+Down
Switch To Scenario »
Scenario Components » ]

Figure 3.26: Manage scenarios

A new window appears after selection, the simulation is run for an hour. Figure 3.27 below

shows the process

Manage Scenarios R —— . e e
Project Name: IudSocunty_Ankum
##  Scenaro Name ‘Savod Results Sim Time ; _‘I
‘ Duration  Units ‘

1 NoFirewall saved <collect> 1.0 hour(s)
2 Firewall saved  <collect> 1.0 hourfs)
3 Firewall_Blocking saved (ERTEEEEEEEN 1.0 hour(s)

Delte | Dicard Resuts | Colect Resuts | Cacel || 0K

Figure 3.27: Running simulation for an hour

After completing simulation evaluate the results. The three scenarios are compared to the

performance metrics selected. In the preceding chapter a detailed evaluation of results is

used
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CHAPTER FOUR

4.0 Results and Evaluation

Evaluating the results after simulation has run for an hour as elaborated in previous chapter is
discussed in this chapter. In this simulation three scenarios are created as explained in the
previous chapters; scenario with no firewall, another with firewall for filtering database and
web application packets and last is the blocking of the web traffic across the cloud. At the three
levels (global level, node level and link level) the performance metrics selected is used to
evaluate the performance for the database and web application. Below is a detailed evaluation

of the results.

4.1 Database Application Results

The database application performance evaluation is based on the scenarios described in the
chapter above. First no firewall second has firewall to filter the database application packets,
and the third completely blocks access to the web. The graphs given below shows the database

performance against the scenarios.
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4.2. Query response time of Database

The query response time determines the overall performance of the database application. The

response time is very less if there are no security rules set across the network of the application.

The resulting process is shown in Figure 4.1 below

l“ average (in DB Query.Response Time (sec)) | S| oS
B NoFirewall
M Firewall
" Firewall_Blocking
e average [in DB Querny.Response Time [sec))
17.5 /\
f \
15.0
‘ \
| 125 \
10.0 \
?'5 \\
5.0 ——
25
29 | | | | | | |
Om 10m 20m 30m 40m 50m E0m

Figure 4.1: Response time

It can be deduced from above graph that the query response time is higher with the presence

of firewall. The delay in response time is due to the initial packet filtering, it could be seen

from the graph that the response time reduced after 10 minutes of simulation. With the no

firewall scenario, the response time is less as compared to the scenario with firewall. With

absence of packet delay at the west router, there is fast response time with good application

performance.
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The response time for the web application is less. Blocking the web traffic by firewall enhances
the database application performance due to less load on the firewall. In the conclusion of the
analysis, it can be deduced that, there is enhanced performance of the database application and

security when the unwanted web traffic is blocked.

4.2.2 Query load of Server DB

The database server total load for the three scenarios is estimated in the figure 4.2 below

T DatabaseServer - O “

B Annotation: Database
project2-FireWall Scenario-DES-1

B Annotation: Database
project2-Firewall_blocking_scenario-DES-1

O Annotation: Database
project2-scenariol-DES-1

average (in Server DB Query Load (requestsisec))
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Figure 4.2 Database server Load

From the above graph there is less load when there is no firewall as compared to the other
scenarios. For all the three scenarios the load on the database server is almost the same with
the exception of the adding a firewall. The load in the case of the firewall could be some packet
delay as they are filtered. The implementation of a firewall over the network increases the load

on the database server

4.2.3 Database Server point to point utilization
The application performance against the key security issues indicates the utilization of the

database server across the router. Figure 4.3 shows a comparison graph of the three scenarios.
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Figure 4.3: Database server across router
It can be deduced from the graph that the average utilization of the database server is more
when there is firewall across the cloud. The point to point utilization can be observed to be less
where there is no firewall. Also when there is no filtering of packet or firewall rules the
utilization of the server is reduced. With the blocked web traffic it is observed to have an
increased utilization of server. We can conclude that the point to point utilization of the

database server is increased when no firewall is implemented across the cloud.

4.3 Results for web application
Web application performance is estimated against the page response time. Only the first two
scenarios are evaluated while the web application in the third scenario is blocked, given below

is the evaluation

4.3.1 No firewall scenario Page response time
Page response time result of the web application implementing no firewall is given in figure

4.4 below.

59
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Figure 4.4: Response time across no firewall
From the graph above it can be deduced that with no firewall results there is constant general

page response time, which shows a constant flow of the web application across the cloud.

4.3.2 Page response time across firewall scenarios

The figure 4.5 below show the page response time when there is firewall.
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Figure 4.5: Response time across firewall

It is realized from the graph that the average maximum page response time across the web
application is higher (240 seconds) as compared to the previous (180 seconds) scenario. It is
also observed from the graph that the response time is varying due to packet latency against

the packet filtering process.

It can be concluded from the values of the resulting graphs that firewall policies and the packet
latency enforced over the firewall result in an increased response time. Hence blocking the web

traffic increases the page response time.

4.4 Cloud performance

The complete performance of the cloud under the three scenarios is elaborated below
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4.4.1 Point to point cloud utilization across west router

The general point to point cloud utilization across the west router is given in figure 4.6

below
28 Router_West <-> ipcloud [0] <-- - o IES
B project2-FireWall Scenario-DES-1
B project2-Firewvall_blocking_scenario-DES-1
O project2-scenariol -DES-1
ATn average (in point-to-point .utilization)
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Figure 4.6 Point to point cloud utilization
It is observed from the graph that general point to point utilization of cloud is higher when the
network has firewall set up in. The high utilization of cloud is due to security policies set by
the firewall as well as delay in packet filtering. From the graph the cloud utilization is reduced
with the third scenario (blocking of the web traffic) because small time is required in processing
the database packets. With no firewall the cloud utilization is more due to database and Http
packet processing. In general, we can derive that the overall cloud utilization is optimized when

the web traffic is blocked using firewalls.

From the analysis of the proposed model the database application is enhanced when the
firewall is used. From the simulations using two applications the database and web application,
it is seen that the database application performance is improved when the web traffic is blocked.
Even against the packet latency and the security policies the database point to point utilization

is enhanced. Therefore, the objective of the project to improve the performance of the cloud
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and security by blocking the web traffic is achieved from the analysis of the result. From the
proposed model the database users are provided with fast the query response time and the

general performance of the cloud is improved when the point to point utilization is decreased.

CHAPTER FIVE

5.0 Recommendation and Conclusion

In the outline of this work, I discussed about security which is a big concern in cloud computing
Systems. Three scenarios are created in this simulation as explained in the previous chapters;
scenario where there is no firewall, another scenario where firewall is created to filter database
and web application packets and the third scenario is made to block the web traffic across the

cloud. The performance metrics selected at the three levels (global level, node level and link
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level) is used to evaluate the performance for the database and web application From the
simulations using two applications the database and web application, it is seen that the database
application performance is improved when the web traffic is blocked. Even against the packet
latency and the security policies the database point to point utilization is enhanced. Therefore
the objective of the project was to carry out a comparative analysis of the various scenarios and

to evaluate the isfgerformance of cloud and understand the level of its security requirements

From the proposed model the database users are provided with fast the query response time
and the general performance of the cloud is improved in terms of the decreasing the point to

point utilization.
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